Implementing EC 482/2008
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Goal

This presentation aims to share the way NAV Portugal is
following for the implementation of regulation EC 482/2008, the

prerequisites for its implementation, the achievements and the
on-going work.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Agenda

Regulatory framework:
e EU1035/2011
e EC482/2008
e EC552/2004

Gap analysis — What is missing for EC 482/2008?

e (Quantitative Safety Levels

* Hazards, Safety Objectives (Meaningful, measurable), ...
* Functional System Description

* Functional System Architecture

Implementation plan
Communication with NSA

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulatory framework

Several European regulations are applicable to NAV (and other
ANSP), most of them are transversal to the whole organization.

A centralised implementation and monitoring of compliance
e Eases harmonization and integration of solutions

* Allows a global view of the impact
e |sless prone to failures / gaps

A global view helps a lot...

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulatory framewok

Scope:
e CE1035/2011
 CE 482/2008

e CES552/2004
1035/2011 — Service Provision

(Competence, structure, finance, (...), Safety)

552/2004 -

/ Interoperability
Anexo Il, par. 3 — Safety Essential requirements

(ESARR 3)

DoV, DoC, DSU

Par. 3.2 — Alteracgbes Systems & components
(ESARR 4)

Par. 3.2.5 — Software ER-3 - Safety

(ESARR6) 482/2008

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 1035/2011

Article 4
Granting of certificates

1. In order to obtain the certificate necessargravide air navigation services, and  §
without prejudice to Article 7(5) of Regulation (ENo 550/2004, organisations shall
comply with:

(a)the general requirements for the provision phavigation services set out in Anne
l;
(b)the additional specific requirements set ovAmmexes |l to V according to the type
of service they provide.

COMMISSION IMPLEMENTING REGULATION (EU) No 1035/2011
of 17 Ocrober 2011

laying down common requirements for the provision of air navigation services and amending

Regulations (EC) No 482/2008 and (EU} No 691/2010

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation CE 1035/2011

e

ANNEX I
Specific requirements for the provision of air ti@kervices

3. SAFETY OF SERVICES

3.1. Safety management system (SMS)

3.1.1. General safety requirements

(...)

3.2.5.

Section 5

Software safety assurance system

Within the operation of the SMS, a provider of air traffic services shall implemant
software safety assurance system in accordanceRagt ation (EC) No 482/2008.

COMMISSION IMPLEMENTING REGULATION (EU) No 1035/2011
of 17 Ocrober 2011

laying down common requirements for the provision of air navigation services and amending

Regulations (EC) No 482/2008 and (EU} No 691/2010

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 1035/2011

Replaces regulation 2096/2005.
Transposes the ESARR to European regulation
*ESARR3 — Safety Management System (SMS) — Annex |, par 3.1
*ESARR4 — Risk assessment and mitigation in ATM (changes) — par 3.2
*ESARR5 — ATM services' personnel— par 3.3 (ATSEP’s)
*ESARRG6 — Software in ATM Functional Systems

(transposed to CE 482/2008) — par 3.2.5

/1035/2011 — Service provision \
/3 - Safety \

3.2 — ESARR 4

3.1-ESARR 3

O\

paula.santos@nav.pt Luxembourg, 7/8th May 2013

[ 3.3 -ESARR 5 - ATSEP ]
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Regulation EU 1035/2011

Annex Il

3.2.3 - Section 3

Theresults, associated rationales and evidence of the risk assessment and mitigatio
processes, including hazard identificatiemall be collated and documented in a
manner which ensures that:

(a) complete arguments are establishetb demonstrate that the constituent part unde
consideration, as well @lse overall ATM functional system are, and will remain
tolerably safe by meeting allocated safety objectives and requirements. This shall
include, as appropriate, specifications of any jgtae, monitoring or survey
techniques being used,;

(b) all safety requirements related to the impletagon of a change ateaceableto
the intended operations / functions.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 482/2008

w, _:"_

e

Article 3
General safety requirements

1. Whenever an organisation is required to impldmaersk assessment and mitigation
process in accordance with applicable Community or natidawl, it shall define and
Implement a software safety assurance system to deal specifically with EATMN
software related aspects, including all onlinewgafe operational changes, and in
particular cutover or hot swapping.

COMMISSION REGULATION (EC) No 482/2008
of 30 May 2008

establishing a software safety assurance system to be implemented by air navigaton service
providers and amending Annex II to Regulation (EC) No 2096/2005

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 482/2008

Article 4
Requirements applying to the software safety asseraystem

The organisation shall ensure, as a minimum, tresoftware safety assurance system:

1.is documented, specifically part of the overall risk assessment and mitigation
documentation;

2. allocates software assurance levels to all operational EATMN software in
compliance with the requirements set out in Annex |

/SI\/IS — Risk assessment and \/\
mitigation process

Software assurance
[ Software safety assurance system J levels (SWAL)

\ s

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 552/2004

5
e

Article 6
EC declaration of verification of systems

1. Systems shall be subject to an\&@fication by the air navigation service provider %
In accordance with the relevant implementing riiesnteroperability, in orderto |
ensure that they meet the essential requirements of this Regulation and the
iImplementing rules for interoperability, when intatgd into the EATMN.

[Essential requirement 3 - Safety ]

REGULATION (EC) No 552/2004 OF THE EUROPEAN PARITAMENT AND OF THE COUNCIL
of 10 March 2004
on the interoperability of the European Air Traffic Management network

(the interoperability Regulation)

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Regulation EC 552/2004

w, ':Fd .

Compliance:
e DoV for the “system” including:
e DoC or DSU for constituents
e Technical file with reference to evidence of
compliance of ER and IR.

mmm) NSA

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Gap — Quantitative safety levels

EU 1035/2011

3.1.2. Requirements for safety achievement
Within the operation of the SMS, providers of aaffic services shall:

(..))

(c) ensure that, wherever practicaljeantitative safety levels are derived and
are maintained for all functional systems (quantiasafety levels);

FUNCTIONAL SYSTEMS

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Gap - Functional system

What is a functional system?

‘functional system’ means a combination of systems, gha@s and human
resources organised to perform a function within traext of ATM

Annex |, par 3.2.1

b) the airborne, ground and, if appropriate, spabahponents of the ATM
functional system, through cooperation with resporgualrties

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Gap - Functional system

CSADF
011-015
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Systems

. Procedures
(equipment)

% *
~
-

/

Human
resources

context of
ATM

Funcional System

Airborne, ground and spatial components

paula.santos@nav.pt Luxe

mbourg, 7/8th May 2013
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Gap — Safety objectives

EU 1035/2011

‘safety objective’ means a qualitative or quantitative statement dedines the
maximum frequency or probability at which a hazead be expected to occurg

(d) ensures that while providing air traffic servidé® principal safety
objective is to minimise its contribution to the riskaof aircraft accident as fa

as reasonably practicabksiety objective)
Safety objectives based on risk shall be established in terms of thadiiaza

maximum probability of occurrence, derived bothirthe severity of its
effect, and from the maximum probability of the &aks effect.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Gap — Hazards at service level

Existing hazards

Hazard ID Function Hazard Operational Impact Conditions Severity Justification / comments
Class

H-TRK-1 Tracking Undetected Loss one or more tracks 2 Note: Usazes of filters in the surveillance
loss of tracks picture might cause this hazard; in case of
mode C changes of assumed a/c. Also, a
window might cover tracks,

Flight Progress Strips, TTW and FPL track

allow the detection of these losses, When
there is high traffic load in the sector, the
crosscheck with the Flight Proaress Strips
might not he performed in due time,

Corresponding Safety Objective

The probability of having an undetected loss one or more tracks in the Lisbon ACC shall
not be higher than Rare.

Is this meaningful, measurable?
Is it worthwhile for the organization to keep track of all these events?

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Implementation plan

Define and establish safety levels
Define the mapping of components for reg. 552
Develop the Functional system description and architecture

Identify and evaluate barrier efficiency
Determine safety objectives for constituents
Define the safety requirements including SWAL

Monitor fulfilment of safety objectives and safety requirements during the
whole constituent lifecycle

Ensure traceability of requirements until operations

Build safety arguments for changes

Ensure the SMS covers these processes

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Safety arguments for changes

Build safety arguments for changes

ly safe™ has been defined,i.a
l@RCS and SOCS havabeen
defined, validated snd spproved

Arg0-Claim

The implemereation of the LISATMVS,
inchuding AGOL services, will be
acceptadly safe.

coot
Environmant of oparstions

€002
See carsersch 2 1

FHA process

N

o2
The regulacorny requirements are met

A001
2 £30 s By AK Baan parfomrad

Argl.l

LISATM V9 Safety Functions & Safety
Oblectives specity whatis sufficient st
functional level tomeetthe Safety Criterda
Cro01

Differances with Link 2000+ Progrm
have baen idertified
548 Gao Anaivais Doc)

l

Argl.1.1
—

LISATM V9 0PS

51001

Change will be sccepmbd gy safe if
@l §main life<ycle phasesare
shown 1o be scceptatly safe

g Concept hasbeen
/ documaentad and

validated

Argl.1.2

LISATM W9 Eynctional
Modael hasbeen
creamed

Argl.1.3

LISATM V9 hagards have been
identified, their effects
evaluated and chusified in
termszof savarity

Arg1.1.4

LISATM VS Safety
Cblectives are
adequately speciied
andtraeable

Argl.1.5

LISATM VO Safety
Cbjectives meet

the Safety Criteria

Al Aig2

Arg3

Datalink Services FFL
2012, COTR and ACID have
been specfied to be

USATM V9 hat been
implamantedin sccordance
with the tpadfcation

Tha transition to operations
of LISATM V9, including
AGDL services, i acceptably

acceptadly fe

Argd

The safety of LISATM V3, including
AGDL services, will continua tobe
demonstrated during Opentions.

A%

paula.santos@nav.pt
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Luxembourg, 7/8th May 2013
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Safety arguments for changes

Also covers
*Produce Software Safety Assurance Manual
*Present generic compliance matrix for ED153 to NSA

The goal is to:

*Define requirements for implementing a SSAS in the SMS.

*Prepare a template for the software safety requirements to include in all call
for tenders. (Done and already in use)

*Prepare a generic compliance matrix for regulation EC 482/2008, based on
ED153 objectives. (First revision on-going)

This matrix will be the base for the projects software safety folder. Only the
matrix cells with evidence coming from the project will have to be filled, all
the others are pre-filled.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Achievements

Prepare and agree plan

Done

Task force management
WP1 — Concepts and System definition

Define and agree on concepts

On-going

Done

Define safety levels

Done

Develop functional system description

Done

Develop functional system architecture

On-going

Define EATMN representation of the systems (CATF)

WP2 — Safety framing

Identify and evaluate barriers

Waiting

On-going

Determine safety objectives for constituents

On-going

Define safety requirements definition including SWAL allocation

Waiting

WP3 - Operational Processes definition

Monitor safety objectives

Monitor safety requirements

Ensure traceability of safety requirements to operations

Build safety arguments for changes

Update and review SMS

Support process application to specific cases

On-going

paula.santos@nav.pt

Luxembourg, 7/8th May 2013
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F-3 F-4
Provide
Aeronautical |- «——p Dataflowto/

. o= from exterior®
Information

F-1
Airspace Provide
Management - meteorological
information

h

s s

S

F-9
Technical
Support

F-2
Flow &
Capacity
Management

F-6
»| Operational Respond to
anomalies

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Functional System Description

Diata flow
F-9.7 F-9.4
inati i +— xterior®
Coordination Ensure rom exterior
Support Surveillance

C —
-

F-9.1
Ensure
. <+
Cammunications

—"' F—\
F-9.8

Ensure Room F-3.5

Configuration - Autamatic Traffic

Manitoring

%
F-9.2 kﬁ
Ensure
meteoralogical
information F-9.6
Flight Plan
Management

|

¥F ¥

F-9.9
Data Integration
R visualization
support

F-9.3-
Provide Navigation
Support

S

YYY¥YY¥YY¥Y

Supporting infrastructure: Power supply, connections between technical processes

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Functional System Description

Technlca
Support

—Airspace Mgt procs=—

——4i55 system failure—s|

—=SGituational swarcnosse
— Unigentified aircraft g

——Unreported a,/c—s
———ftrayed ac—s

——aircraft problem—us
Hnterception of civil a/c—

—FEmergency descent —p

——tystem fail ure—s|

echnical - .
ExXtenor
Support

H——Operational mode info——
—Traffic situatiop————

——Communication status———

Log
E D
L]
T-;

——Volcanic Ash———

paula.santos@nav.pt

Respond to Anomalies

!

p=—0ps mode change notice—is-

| management |
—0ps mode change noticn=—
F—Anomalyfemergency info—s{
—anomaly/emergency info—us{
——fituational Awareness—u

LOips mode change notice—] e
—anormahy/ermergency info—s

b—Cipes mode change request—s
—Linicientifiod a/c reporte——

Luxembourg, 7/8th May 2013
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F-5.1
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position y Dietaction requests
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§ . ) ¥
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F:5.4 F-5.5 F5.9 F-5.10
: Perfarm F5.7 - Coordinate &
Conflict Callision sequencing and Instruct alrcraft Provide eransher
information

resalution avoidance
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paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Functional System Description

Technical system as centre of information exchange
Clear view of interfaces
Base for architecture definition

Mapped against AIM — OK.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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2 Safety concepts
21
2.2  Safety manogement system..
23  Safety risks...
24
25  Safety assurance..
2.6 Sofety ohjective
27  Safety requirement
28  Acceptable safety
2.9  Tolerable safety
2.10 Safety levels
211 Safety indicators
212 Safety Occurrences
2.13 Safety margins
N4V Portugol 2.14 Risk mitigation strategy
Report 2.15 Safety Survey
2.16 Safety Menitoring ...
217 Safety records
i i 2.18 Safety hazard...
219 Safety rules
220  Saofety-reloted tasks
System concepts
Wbl s e ot et 31  Total system approach
700007 Lisboa 3.2  ATM Functional system
v 3.3 Functional system
34  System (Technical system)
35 Constituent
4  Software safety concepts
41  Software safety assurance system

MAV Pariugsl, ERE
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Frepared by

mﬂfﬂm 42  System safety requirement

s WL ) 4.3  Software safety requirement ..

44  Sgftware assurance level
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paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Define & agree concepts

2.6  Safety objective

Regulation (EU) 1035/2011 (ref. [1]) and Reqgulation (CE) 482/2008 (ref. [3]) define:
safefy ebjective’ means a gualitative or guaniriative sfatement that defines the maximum
freguency or probabilify at which a hazard can be expected fo occur:

A safety objective defines the maximum frequency or probability at which a hazard is accepted to
occur.

Um objetivo de sequranga define a frequéncia ou probabilidade mdxima aceitdvel de ocorréncia de uma
situagdo de perigo.

. IC 4
INAC

Inshiulo Mecional de Aviace Sl |LP

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Architecture

e Drills down on functional system description

Includes enablers (implementation)
 People (credentials)

* Procedures
* Equipment

Automated generation due to complexity and to ensure
coherence

First draft reviewed, final version almost ready

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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Conclusions

Without the risk assessment framework, it is not possible to
comply with EC 482/2008

Reg. EC 482/2008 has impact in the whole organization
(design, purchases, maintenance, operations, ...)

Addressing software alone,
is missing the point

No need to be perfect,
just good enough to start building on.

paula.santos@nav.pt Luxembourg, 7/8th May 2013
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