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Evolution
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Software
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Software safety
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Software dependency in ATM
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ATM Context
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Understanding the context
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Models
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Causal Network

� Node represents an event 
as a random variable

� Arc represents (in this 
case) a causal 
relationship

� In words:
� The loss of situational 

awareness is conditionally 
dependent on an SDP 
failure

Loss of 
Situational 
Awareness

SDP Failure
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The Bayes’ Theorem
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Some words of caution

� The following example is not intended to provide an accurate model 
of ATM operations.

� It contains both events and states. From the mathematical as well as 
modeling perspective, this is allowed. However, great care should 
be taken to avoid comparing “apples with pears”.

� Since every input adds another dimension to the conditional 
probability table of a node, the model should be created in a way 
that nodes do not contain more than 4 input arcs.
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Normal situation
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SDP fails
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SDP fails with low traffic density
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SDP fails with high traffic density
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Finding the most probable cause
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Finding the most probable cause
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General Conclusions

� Looking at software reliability is not enough (to date none of the mid-
air collisions were caused by a software reliability problem)

� It is important to understand that the “safety” of software is 
determined by the context in which it is used

� The resilience of the ATM system depends for a significant part on 
the predictability (which of course includes reliability) of the software.

� Factors that may even play a bigger role in safety than software
reliability are:
� Human Factors

� Security Issues

� They should be taken into account when analysing the context
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BBN Conclusions

� Bayesian Belief Networks are a powerful tool in helping to 
understand the causal relationships within the ATM system

� Understanding these relationships, will help to identify weak spots 
and assessing the efficiency of mitigation measures

� When the states and events are carefully defined, the BBN can be
used in real-time mode as a decision aid, based on traffic and 
system state data.

� Bayesian Belief Networks are NOT the solution of all safety 
problems
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Questions?
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