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~ Overview

o SSAS procedure in MUAC SMS.:
* Overview of SSAS central process and sub-processes

 Method for SW Assurance in projects/developments

* Process and tools (AMC) adopted for projects/developments
@MUAC and between MUAC and manufactures

« Method for SW Assurance in maintenance:

» Maintenance process with SW assurance as an integrated
set of activities

 Conclusions



&

member of

: FABEC

_ N

System or SW safety
requirements are

SSAS procedure in MUAC SMS
/// — .
“ Operational Layer “
i e N
o / Architectural Design \ Software products \ )

‘ Safety Objectives and specification verification processes In-service
Determination processes monitoring ]
: , ] W,

System/
TE1 Level

Sub-
system/
TE2 Level

Software/
TE3 Level
Configuration
Management and
assurance processes

Requirements

\/

'fraceability

Traceability

Traceability

Verification

Figure 1 - MUAC Software Safety Assurance

System

derived > SW
requirements are
specified



p i—t?\ member of
1 »
: FABEC
b
o

-

EUROCONTROL

1. System and
SW safety requirements

« Operational Risk Assessment -> Functional risk analysis and
mitigation process to derive SWAL requirements as well as
functional and availability requirements

« Technical Risk
Assessment -
drive requirements
and keep trace of

Operational
functions

procedures to Architecture

recover from Sub-svstem
failures of sub- Sub-system P
systems SW/HW unctions

elements



= * FABEC Operational Risk Analysis

» Operational Risk assessment is constructed on the basis of Functional
failure analysis for operational service functions:

» Allocation of SWAL to interfacing sub-systems according to
severity and likelihood

* Requirements are propagated to feeding sub-systems

sFDO Tocls:
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= *~FABEC Technical Risk Assessment (TRA)

FMEA MAEA
Component Failure mode TE OE MA MA Proc. When TE OE
<HW> Failure — Replace MPR Night
<SW> Crash,
loop ...
<corrective,

e.g. replace HW>
<interfaces> Overload,

corruption..
FMEA: Failure mode effect analysis: Sl reloase
Assess effects of all failures +
define a corrective maintenance <prevenive,
aCtIVIty e.g. health check>

MAEA: Maintenance activity effect
analysis:

Assess effects of all
maintenance activities
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~r ~ FABEC Overview

» SSAS procedure in MUAC SMS:
» Overview of SSAS central process and sub-processes.

 Method for SW Assurance in projects/developments

* Process and tools (AMC) adopted for projects/develo pments
@MUAC and between MUAC and manufactures

« Method for SW Assurance in maintenance:

« Maintenance process with SW assurance as an integrated set of
activities

e Conclusions
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Tender Safety Requirements

« Coming from SIL (IEC61508) and FHA/FTA or
RBD for apportionment of requirements

IEC 61508 n

 Moving to SWAL from Functional failure analysis:

« Allocation to interfacing system according to
severity and likelihood

* Requirement propagation to feeding sub-
systems

e Easy in principle to change approach at the
beginning of a new project. However initial effort
to align expectations of stakeholders and some
lessons learned are lost
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[SOW - 647] The Contractor shall:
« adopt the procedures, guidance and templates of the Customer's SMS for the following activities, as
required:
o Safety Management Plan (SMP).
o Preliminary System Safety Assessment (PSSA).
o System Safety Assessment (SSA).
o System Safety Case (SSC).

e adopt the EUROCAE Guidelines ED-153 !(:-r the development and/or selection of all software
deliverables, ractor's method of software development and/or selection is
fully consistent with ED-153.

¢ adopt the international standard IEC61508 (Part 2; particularly Tables A.16 to A.18 and B.1 to B.5) for
the development and/or selection of all hardware deliverables, or demonstrate that the Contractor's
method of hardware development and/or selection is fully consistent with IEC61508. This is to ensure
the hardware is consistent with the requirements for Mean Time Between Failures (MTBEFs) and
software integrity.

« adopt the Regulation (EC) No 552/2004 dated 10 March 2004 as amended by Regulation (EC) No
1070/2009 (or subsequent version/ requirements applicable at time of PA), safety part.

[SOW - 823] The Contractor shall comply with the) SWAL-3 hs required by the compliance tables.
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Ed-482 Compliance approach

[SOW - 665] Compliance to the DSRs shall be demonstrated as follows:

« for Software DSRs: SWAL compliance via individual compliance statements with supporting evidence for
each applicable Objective from the compliance tables in ED-153, as follows:

o F{:— I\lemn.-'l*g,.r Developed Snftware (NDS), the Contractor shall show compliance to SWAL 3

.1 with the following structure:

a) If all NDS are developed by the same supplier and the same process is applied, only
one set of SWAL compliance tables (from Section 3 to Section 7.1) shall be provided
by the Contractor.

b) If any NDS is developed by a different supplier or according fo a different process, a
separate set of SWAL compliance tables (from Section 3 to Section 7.1) shall be
provided by the Contractor for that software.

o Foll Commercially available Off-The-Shelf (COTS), the Contractor shall show compliance to
SW on 7.2 with the following structure:
a) Separate sets of SWAL compliance tables (i.e. from Section 3 and Section 7.2) shall
be provided for each COTS item.

Note: Compliance in Section 3 can be demonstrated via reference to the NDS Section 3
tables, if the evidence provided in those tables have accounted for the COTS. (Section 3
provides objectives relating to overall project initiation, planning and safety, in which it
would be valid fo include COTS evidence).

a F{::»rl Non-COTS Reused Software (NCRS), all the SWAL 3 objectives in the compliance
tab us including both development & COTS tables.
This is because a pn::-perlyr substantiated combination of the NDS and COTS approaches is
acceptable to the Customer when demonstrating SWAL 3 compliance; ie. a lack of

development evidence for the NCRS can be mitigated by COTS evidence and vice versa. The
following structure shall be used:
a) If evidence for NCRS is provided from the same supplier and follows the same
process, only one set of compliance tables shall be provided by the Contractor.
b) If any NCRS is developed by a different supplier or following a different process then
separate SWAL compliance tables will be provided by the Contractor for that software.
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Compliance Reports

» Ability to meet objectives?
 CRs from start

* Discrepancy of processes?
« Company processes

Wy

)
=i ﬂ  ED-153 expectation table
e Quality of documents?
] » Constructed assurance
O } * In-service history?

* Monitoring method

Or\ge';acltl « Unintended

Ifro (J: "l (unspecified/unused/unneeded)
functionality?

(NDS)

 ldentify/assess
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* NDS - possible to design/define the correct decomposition;
appropriate level of detail for SWAL analysis (SRS)?

 NCRS - Existing software might not be modular or might be
decomposed in too low level components

————————————————————————————————————

» Creating logical CSCI level to abstract

from detail? .

 Atrtificial documentation structure not o .
reflected by software packaging. L 5
Difficult/redundant to redefine interfaces § L J |

at logical level that are covered by low . .
level components (in specifications and
tests)
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SSS & SRS

 Low level SSS and poor SRS?
* Facing fear for “explosion” of SW requirements and tests

 Sometimes missing in the SRS (startup management,
shutdown management, logic to transform inputs into outputs,
mode of operations, error handling, boundary condition, etc...)
directly incorporated in design documentation (e.g. algorithm)

 No need for SRSs? Important when different
actors involved and criticality/complexity of the
system

 Knowledge gap not reconciled between system im

and software engineers? )
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Approach for changes to legacy

* NCRS - No SRS exist for some legacy software (often just SSS,
maybe SRS at lower level of component) —

* SRS that introduce Ei(fuiremem —> i
change are refined __ code __
up to the level that \ |
the logic/algorithms rget code and

supporting the Q"ponent Qst code |

corresponding
functions can be
tested

build and

Continuous Integration deploy
during SW development \
for NCRS
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~ Overview

o SSAS procedure in MUAC SMS.:
* Overview of SSAS central process and sub-processes.

 Method for SW Assurance in projects/developments

* Process and tools (AMC) adopted for projects/developments
@MUAC and between ANSP and manufactures

« Method for SW Assurance in maintenance:

* Maintenance process with SW assurance as an
integrated set of activities

e Conclusions
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 Maintenance is easy:.
« No PMP, CMP, SDP, RMP, SVP, ... - just:

EQM System = equipment

MNP MNP Subsystem 1, Subsystem n,
Subsystem 1 Subsystem n eg.FDPS " e.g.CWP
e But not so easy anyway:.

* Process changes have large consequences
* One process needs to fit all
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Standards

IEC 61508 »

EQM

Development

Development

\/

MNP

Annex D

e

Annex D

Safety in EQM

- Strategy
Organisation
Processes
A: CfM
B: Procedures

{ - C: Documentation

N

Safety

{ Development

Objective: Protect staff from
complexity of safety standard
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What
does it
mean ?

EQM
translation

A A A

ED-153 Interpretation Implementation
Maintenance
ObjNo |Obj Title Topic  |Requirements SWAL3 |SWAL4 |Clarification |Bvidence Process Detail Bvidence Explanation
v v - - - |Temarks « - - v - v
Annex A Section 433 y i Diacumented software ECMATMDEV-10 [SURA TEZ =zubs= AWD.B5S | Sofhware requirements
The developer shall 4.3.4.1 establish and document saftware reguirements, using software requirements. SaRA TE3 =subs= AND BRE  |may be documented as
requirements standardsirules as defined per Ohjectives 4,398 4310, partofthe subsystem

requirements document-
ther requirement is on

existence ofthe
. requirements, notan a
O bJ 4 . 3 4 spacific document.

The 5o y Y Documentad EQMATMDEV-10  [SURA TE2 =subs= AND 555

v apecifyt couracy, iming requirements with scope SoRA TE3.=subs= AND SRS

peffatmances, are, rabustness to abnarmal as described in req.

aperating conditions, averld Traceahility to higher level Traceahility to higher

he complete and corract; reqsto demaonstrate |l requiraments to

v complywith the System Requirements, completeness, shmy completeness,

v an identification of the configurationfadaptation data range.




= = FABEC EQM example: Requirements

Service & Maintainability

I Requrament EOM SEM SWAL SWAL | ED-153
reference 4 reference

All zubeystem requirements must be documented TE2 255 » b id4.34
4312

3

b
Subzsystem requirements must specify: TEZ2 255 hd X % Ohj4.3.4
- functional behaviour / i/f313

- capacity
:ﬁr?i:#grﬁrfnrmances ObJ 4 . 3 4

- software resowce usage and margin:s (e.q. memary,
CPU load, dizk space, communication bandwidth, ... an

target hardnare K
- adaptation/configuration data ranges and interface
boundaries
- robustness to abnormal operating conditions .
- overload talerance ObJ 4 . 3 4
E Subaystem requirements must specify hardware TEZ2 555
& requiremerts, e.q. MTBF and MTTR, far maintainakility . \
m\ baystem regquirements reviewy must verify that RID b b b Chj 343
Subsystem nt
Subs : RIC b i i Qhiod3]
—a  Requirements .
(ed. .
Al pecui AnalySIS 1 level) TEZEES X X X Chi4.315a
muzt be tr (traces) CGhia4.10s
Traceahility musat RID " M M Ohia412




> =FABEC Ep._153 example: Failure analysis

What
does it
mean ?

EQM
translation

A — A A
- | Y4 ' )

ED-153 Interpretation Implementation
Maintenance
ObjNo  |Obj TitleTopic |Requirements SWAL3 |SWAL4 |Clarification |Evidence Process Detail  [Bvidence Explanation
v v v v +|Temarks - v v v v v
332 |Failure Effects  |Annex A Section A.2.3.3 i i Analysis of failure mode  |EGQMATM.DEV-10 [SyD TE1.DED.TRA Refartn 3.3.1
\ The effects of failure occurrence shall 3.3.2.1 be evaluated. effects SuD TEZ2 =subs=GEN.TRA
The hazards associated with software failure occurrences shall 3.3.2.2 be identified in i i The TRA assesses the
orderto effect on the functions of
further complete the list of hazards initiated during Risk Assessment and Mitigation process the equipment, i.e. the
(eg FHA and further completed during PS3A). output it delivers
Operational Effect).
The effect of service
provision can anly be
O bJ 3 3 2 assessed by OPS and is
e subject of FHA,
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FABEC  EQM example: Failure analysis

Id Requrement EGQM S5&M SWAL | SWAL | ED-153
reference 4 3 reference
Subseystem design must be reviewsed against architectural | RID = = = Qhis4.5d
deszign constraints and design gandards
- Algorithms must be described, TEZ =00 d Chi4.3.4
=] , : : ,
e Sub;ysten_‘u design must describe the use, version and TE2 S50D | e b Qg!_ 721
configuration of COTS tools. \ Qhi 724
Obj 3.3.2 HEEN
| 3.90. Chi 7210
Effect of failure of HWY, S and interfaces must be TEZ Th \ Ohi 3.1.3
dezcribed. — j3.3.1
332
Effect of failures of COTS tog TEZ TRA i Oh 3.3.2
Etfects of undested CO TE2 TR&, K126
2 | mitigated by saf Subsystem TE2 555 %
& i TEZ Z=DD X Chi7T286
performance o stahilit DeSIQn
Effect of relesse installat T ObJ 332 x Chj4.54
Subeystem test description mu T X Ohis43e
hehayiaur.
Software must be braken dawn into sotware tems. TEZ 550D hd i 4.3.5
2 Softwsre recuirements must be allocsted to softesre rE2 5500 d Ghid4313k
= items.
A
Softweare tem interfaces must be described. TEZ =500 X Qi 3.1.1
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EQM development process

Phase applicability depends on SWAL.

MNP scope

Phase System System Design | Subsyst Subsyst S Softy Design | Coding and Unit | 5 Softy Subsyst Subsystem Syst System
Requirements 5y} Requirements Design (Sub) Requirements (50D Testing (CUT) Integration (Spl) | Verification Integration (Sul) | Verification Integration” (Syl) | Verification
Analysis (SyRA) Analysis (SURA) \ | Analysis (S0RA) (30V) (3 (ETL]
Phase SWAL 4 SWAL 4 SWAL 4 / SWAL 4 \\ SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4
applicability  [“qyay 3 SWAL 3 swn}/ / SWAL 3 \ SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3
SWAL 2 SWAL 2 ?/ / SWAL 2 \ \wAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2
Activities erify Specify aystem Design Nfy softeeare Decompoze Develop software. | Integrate softwere | Plan softeare Plan subzystem Execute Integrate Specify test
completeness of subsystem d softweare tems Perfarm code units. werffication. verification. subsystem subszystem descriptions.
. architecture (HW, [ 1 into software analysis Integrate softeere | Accept and verification. releases. Plan bassline
Review against W, COTZ). T G units. Perform code ftems. integrate Werify SYWAL werification.
design ) Trgce design e 3 | Specity software | rovien Execute software supmntra:tolr compliance Install subsystem
W 5 units o o werification. deliverables incl. releases in TDS
e subsystem rsé‘bj#?rﬁ;“ L ) CoTS. and test.
G qf toch y |ngr:atmme Ireztall sLbEystam
erform techni and harchsre. I in CINL.
Subsystem w7’ Subsystem
o Execute OML
szcﬂty L?,"“ werification.
. mode testin H
Requirements Design e
software into releases.
software tems
Analvsi (Lo (SuD)
n a yS I S TE2 535 AEasRS TE3 SDD TE3STD TEZ 535 TEZSTD TE1 MIDD RfCs
(5] PRE(=) TE2 S _/ TE3 50D TE3=TP TEZZTD TEZ2 TP TE! 3335
(S u RA) MIDD Design standard Goding standard TE2 =Dz 5TRs
Outpurts Auth - TEZ 555 TEZ 550D TE2 550D TE3 SDD Source code TEZSTR TE3STP TE2 5TP TE2 5VD TE1 5TR TE1 5TD°
rejected GG TE1 SSDD TE25TR TEZTRA TE3 3RE TEZ TR TE25TR TE25TR TE1 TP
TR 555 TE! MIDD TEZET0® TE3STR TRR report
TETMIDD TE! TRA TE1 STR
SRN
MSIR
MIBI
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SuRA;% 4 i i [WN]
S~  Subsystem  \
T4 Requirements |

« Completed as e S | qu |

part of each MNP \\ \ Analysis: //
for each ClI EAMECTE NN > _SuRA-1

SoRA-1 X

* No “cryptic” R S~

requirements o7 Subsystem &

Sol-1 Softmare integration { R =3

. \'
e Fulfillment of i e 1\ Design )

Sov-z Software test report \

i /
each requirement e SuD-2

. .. Sulz Subcontractor
-I: delivarables —
to be justified R =
- integration
with reference to st st | X | X | X
report

evidence Er %
Tools1 Tools confidence ES kS
Toaols2 Development X X X

wironmenit

coTs- Problem reparing S X
1
COTsS- Senrce exparience S X
2
COTS- Reputable vendors ES
3
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Development process summary

Service & Maintainability :
e Coding standards

« COTS from reputable
vendors

SWAL 3 (in addition to SWAL 4):

« SW decomposition, SW item requirements, review,
traceability

o« SW item tests, traceability
e Design choices/rationales + standards
e Failure mode testing
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Reflection over EQM extension

ED-153

Did it help
?

EQM

7

J
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Ongoing: Security extensions

EUROCONTROL
Phase System SystemDesign | Subsyst Subsyst Softy Software Design | Coding and Unk | Softy S Subsyst Subsyst Syst Syst
Requirements (SyD} Requirements Design (Sub} Requirements (32D} Testing (CUT) Integration (Sol) | Verification Integration (Sul) | Verification Integration’ (Syl} | Verification
Analysis (SyRA) Analysis (SURA} Analysis (S0RA} (3] (50 (EVL)
Phase SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4 SWAL 4
applicability  ["syar 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3 SWAL 3
SWAL 2 M SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2 SWAL 2
Activities Werify Specify sofbware Decompose Develop softeare, | Intedgrate softwsre | Plan sofbware Plan subsystem Execute Irtecrate Specify test
completene: . items and software tems Perform code units. verification. verification. subsystem subsystem descriptions.
7 S e Cu rI ty (HA, | interfaces. into software analysis Integrate softwere | Accept snd verification. releases. Flan baseline
Review a . Trace software units. Perform code ftems. integrate Yerify SIAL werification.
design n i —W — Execute softeare | Subcontractor compliance Instal subsystem
constraints. a s S e S S I I I e n t werffication. deliverables incl. | goftware releases in TS
Azsign safety an ar CoTs. hyfdover and test.
secLrty type. S Integrate softwere Install subsystem
Specify system Pert e C u re and harcwere. releases in S(‘i.)SIEJL.
requirements. reguirements. tizk Execute GML
Sneci Specify Speci H ification.
trggggailﬂy ta subsystem test mode te CO I n g wermieation
regulatary description. Decompose subsystem
requirements. software inta ~— . releases
software tems V ’
(Sl 3). | ru s
Inputs RiC(=) TE1 555 TE1 555 TE2 555 TE2 555 TE3 RS TES SRS TE3 =DD T . /1 MIRE RiCs
TE1 550D TE1 55DD PRA(E) TE2 550D E3 20D TE Scan n | ng TE1 555
(ARCY) TE MIRR Design standard ine standard / TE2 8%Ds,5TRs
Secwre ¢oding —
standard
Outputs Authorized or TE1 3534 TE2 585 TE2 550D TE2 550D TE3 SDD Source code L=—"" TE2 STP TE2 SWD TE1 5TR TE1 ST0°
rejected BIC TE1 550D TE2 5D TE2 TR& TE3 5R% TE2 5TR TE2 5TR TE1 STP
TE1 555 TE1 MIDD TE2 STDF TE3STD H d H Virus sean TRR repart
TEI MIDD TE1 TRé, araenin g \ e TE1 TR
FHESSUS scan
/ report il
test report
MIBI
Penetration test
report

MNP scope
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~ Overview

o SSAS procedure in MUAC SMS.:
* Overview of SSAS central process and sub-processes.

 Method for SW Assurance in projects/developments

* Process and tools (AMC) adopted for projects/developments
@MUAC and between ANSP and manufactures

« Method for SW Assurance in maintenance:

» Maintenance process with SW assurance as an integrated
set of activities

e Conclusions
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» Difference between MUAC and suppliers’ expectations for
development processes and tools (AMC) application in projects

» Difference of development processes and compliance
approaches for recent and old legacy systems during
maintenance @MUAC

* Involvement/understanding of stakeholders about SSAS
application

 Compliance for COTS and legacy — Problems of in-service
experience monitoring in evolving configuration and used
environment

* Unintended functions (potential customization and
configurations for NCRS and COTS)
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~ Conclusion 2

 Component definition (SWAL3)

« System decomposition (where is what | need? What should |
analyse? | should get there... long way and many
requirements | need an iterative method to focus in the
detail/review)

SRS completeness and correctness:

» Design documents cover the behaviour and input/output...
usefulness not seen

» Gap between system engineer terminology and software
engineer terminology

» System-software engineer is the same = usefulness?

» Identification of pitfalls after selection of AMC (need guidance on
available options and limitations)

 E.g. Ed-153 — Depth of design transparency
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« SW Safety Requirements? Where do they come from? Forgot?
Are we focusing just on quality process?

* Invest on Software Safety Requirements derivation and
Implementation analysis:

* Analysis of DSR from RA and mapping in SRS/design

« SW Safety Assessment Techniques, e.g. SW FMEA and
SHARD

 HF-Safety Techniques, e.g. HMI design assessment

« Safety impact assessment of unspecified functions (on
the table and in validation)

* Review of Risk Assessments and SRS from
analysis of occurrences
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SQS, SSQ, QSS ?

 Management process evolution:

« EC 1035/2011, sec 3.2: “Air navigation service providers
may integrate safety, security and quality management
systems into their management system” — that’s what we
want.

o Safety and Security is about management of specific
risks

* Quality defines and assures the overall process



Thank you for your attention

Questions?




