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Optimistic Overview 

• Investigations little changed in 50 years. 

– Lots of tools – almost totally ignored; 

– Islands of good practice but isolated. 

 

• Fresh look with input from US, Europe & Asia: 

– Multiple information sources freely available; 

– Can we develop a new generation of software systems? 

 

• From ADS-B to Debris and Suborbital ops… 



Cheese Can Be Harmful… 

http://en.wikipedia.org/wiki/File:Emmentaler_aoc_block.jpg


Prof. James Reason (Very Famous) 

 



 









Sub-orbital Debris 



 

• Author bias if individuals reluctant to accept findings that they have not produced. 

 

• Confidence bias if individuals trust those with greatest confidence in their techniques. 

 

• Hindesight bias when investigators use information unavailable to participants in incident. 

 

• Judgement bias if investigators must reach decision within a constrained time period. 

 

• Political bias if high status member commands influence from status not judgement itself. 

 

• Sponsor bias if analysis affects reputation of organisation that an investigator manages. 

 

The Importance of Bias 



ERA Investigator’s Views (1) 

• If in Doubt, Visit the Site. 

• Convene a Decision to Investigate Meeting. 

• Develop a Preliminary Evaluation Report. 

• Provide Guidance for Interviews. 

• Build and Maintain a Timeline of Events. 

• Link a Reconstruction to the Evidence. 



ERA Investigator’s Views (2) 

• Document/Test Initial Hypotheses. 

• Use both Forward and Backwards Analysis. 

• Challenge the Analysis through Peer Review. 

• Support for Human/ Organisational Issues. 

• See if Recommendations Copy Earlier Findings. 

• Links Recommendations & Causes. 

 

• Also (fairly poor) manual and software tools. 
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ACCIMAP 

 1 (Local) 
Government, policy 

& budgeting 

2 Regulatory bodies, 
Trade Unions & 

Associations 

3 Company mngmnt 

4 Technical & 
operational  

Management 

5 Physical process 

and actor activities 

6 Equipment & 

surroundings 

RSA alteration of signal post telephone 
40.8 removes press to talk button and 

results in box being locked  

Driver Willougby 
abandons attempts to 

contact Penrith signaller  

Driver Willougby 
proceeds with caution 
following Safeworking 

Unit 245. 

RSA do not inform National 
Rail Corporation staff about 
the changes to the line-side 
telephones, in particular that 

they will still work.  

RSA management start risk 
assessment initiatives focussing on 

risks to their staff but not so 
focussed on risks to other 

organisations’ staff,  

Two previous 
accidents at 

Kerrabee and Bell   

Driver Willougby has to 
return to cab to collect key 

for the telephone box.  

Successive delays 
place rear wagon near 

apex of blind curve 

Inadequate consideration of 
risk management across 
NSW railways following 

disaggregation in 1996.  

DOT focus on economic 
benefits of separating 

infrastructure and 
operations not on safety 

issues.  

NSW government focus 
on collection of fees from 

RAC operations.  

RAC use different 
external consultants on 
risk assessment than 

RSA.  

NSW government 
commission into 

safety management 
in RSA 

Creation of DOT 
Rail Safety 

Committee 

Increasing confusion 
over responsibility for 

safety management. 

Signalling staff lack 
training in dealing with 
failure of automated 

signalling systems.  

National Rail Corporation 
staff have insufficient 

training in the application 
and interpretation of the 

Safeworking structures.  

Penrith signaller assumes 
India Pacific train clear of 

failed signals.  



Identifying Tools, Methods and Techniques 

 

1: Safety occurrence notification 

 

2: Immediate facts of the occurrence 

 
3: Decision to investigate 

12: Consultation 

5: “Complete” factual information 

4: Further factual information gathering 

 

6: Reconstruction of the occurrence 

7: Occurrence scenario 

8: Analysis 

11: Draft report 

10: Recommendations 

9: Causal factors 

13: Final report 

 

14: Publication and Monitoring 

 

Accident Analysis Framework,  

Accimaps (Rasmussen) 

Accident Investigation Training Course (UK Rail) 

Adverse Incident Tracking System, see AITS  

Adverse Event Reporting System,  (US Food and Drugs 

Administration) 

Australian Incident Monitoring System, see AIMS 

ATSB Aviation Safety Action Programme 

Aviation Safety Reporting System (ASRS, National 

Transportation Safety Board) 

ABCA Coalition Operations Lessons Learned Database,  

Australian Office of Transport Safety Investigations, 

Confidential Safety Reporting Information Scheme 

Barrier Analysis,  

Bayesian Analysis 

Bayesian Networks 

Bias,  

Biomechanical models  

Canadian National Defence General Accident Information 

System, and Safety Digest,  

Case-based reasoning 

Causal trees 

Counterfactual reasoning 

Cause-context summaries 

Cause-Consequence Models
1
 

CD-ROM 

Chain of events 

Change Analysis 

Chat Rooms 

Checklists 

Confidential Incident Reporting System (CIRS) 

Cockpit Voice Recorders,  

Composite Risk Management (CRM) 

Computerised Accident Incident Reporting System (CAIRS)  

Conclusion, Analysis and Evidence diagrams, (CAE)  

Confidential Human Factors Incident Reporting Programme 

(CHIRP) 

Confidential Incident Reporting and Analysis System (CIRAS)  

consequence assessment 

Cooperative Compliance Programme (OSHA’s) 

CREAM 

Cryptography 

Current Reality Tree 

Databases 

Data Mining 

Data Recorders  

Data Reporting Analysis and Corrective Action System 

(DRACAS) 

Decision Theory 

DesktopVR 

Dynamic Querying  

Decision Trees 

Domino Theory 

Eindhoven Classification Model,  

Electronic mail 

Enhanced Cognitive Interviews for Rail Investigations 

European Space Agency Alert System,  

EUROCONTROL Risk Assessment Worksheets 

Event trees 

Events and Causal Factor Charts (ECF)  

Failure Modes, Effects and Criticality Analysis (FMECA)  

Failure Reporting, Analysis and Corrective Actions (FRACAS)  

Fault trees 

Fax machines 

Five Whys 

Flight Operations Quality Assurance programmes  

Flowchart 

Formal methods 

FRA Highway-Rail Crossing Web Accident Prediction System,  

FRA Confidential Close Call  

GEMS, Generic Error Modelling 

Generic Occurrence Classification 

Global Aviation Information Network (GAIN)  

Goal Structured Notation (GSN) 

HAZOPS 

HEIDI 

Heinrich Rratio 

Human Reliability Analysis 

Iceberg model 

Incident Analysis Method for Railway Safety Management 

International Nuclear Event Scale 

Japanese Maritime Incident Reporting System 

Joint Center for Lessons Learned 

Kepner-Tregoe Problem Analysis 

Kjellen's criteria 

Latent failure 

Likelihood Assessment 

Logic, 

Causal Logic, Deontic Logic, Explanatory Logic,  

First Order Logic, Modal Logic, Temporal Logic,  

Major Hazard Incidents Data Service (MHIDAS)  

Management Oversight and Risk Trees (MORT) 

Manufacturer and User Facility Device Experience database 

(MAUDE) 

Multilinear Events Sequencing (MES)  

MTO (human, technology and organisation) Japanese Rail 

Accident Method 

National Patient Safety Agency, see NPSA National Patient Safety 

Database 

Non-Compliance Analysis 

PARDIA (WBA) 

Performance Shaping Factors 

Petri Nets 

Peturbation Theory,  P-Theory (part of MES/STEP) 

Physical Reconstructions 

Prevention and Recovery Information System for Monitoring and 

Analysis (PRISMA) 

PRISMA-Rail  

Precursor Indicator Model 

QuicktimeVR 

Rail-Program for Risk Informed Safety Managements 

Railway Technical Research Institute (RTRI) type accident 

analysis method 

Rail Data Recorders 

Reason Root Cause Analysis Tools 

Safety Cases 

Safety Management Information System 

Sequentially Timed and Events Plotting (STEP) 

SHELL 

Simulations 

Skills, Knowledge, Rules (Rasmussen) 

Skybrary Accident Information and Safety Information System 

SMORT 

Safety by Organisational Learning (SOL) 

Systems Theoretic Accident Model and Processes (STAMP) 

Systemic Causal Analysis Technique (SCAT) 

Systematic Accident Scenario Analysis (SASA) 

Systemic Safety Management System
1
 

Taproot
1
 

Theory of Constraints (TOC, Zotov, …) 

Time-lines 

Toulmin's Argumentation Structures  

Technique for the Retrospective and Predictive Analysis of 

Cognitive Errors: TRACEr-rail version 

Tripod 

 Tripod-Beta, Tripod-Delta 

US Air Force Automated Security Incident Measurement  

US Army 5 stage model 

US Air Force 8-Step Problem Solving Methods 

Virtual Reality 

VRML 

Why Because Analysis (WBA)  

Witness Guidelines, (US Department of Justice) 

Westrum's Taxonomy 

World Wide Web 

Worst Plausible Outcome 

Yellow Book (Guidance on UK Rail Accident Analysis) 

 



Distribution of Techniques 

– Step 1: Safety occurrence notification                  (22 out of 130) 

– Step 2: Immediate facts of the occurrence           (17 out of 130) 

– Step 3: Decision to investigate 

– Step 4: Further factual information gathering        (28 out of 130) 

– Step 5: Complete factual information  

– Step 6: Reconstruction of the occurrence             (30 out of 130) 

– Step 7: Occurrence scenario 

– Step 8: Analysis                                                    (67 out of 130) 

– Step 9: Causal factors 

– Step 10: Recommendations                                  (33 out of 130) 

– Step 11: Draft report 

– Step 12: Consultation                                            (20 out of 130) 

– Step 13: Final report 

– Step 14: Publication and Monitoring                      (23 out of 130) 

 

 



Template-Based Comparisons 



http://www.dcs.gla.ac.uk/~johnson/book 
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European Complacency 



North American Complacency 



A: MDR Report 

Identifier 

B: Event 

Information 

E: Professional 

information 

F: Distributor 

Information 

G: Manufacturer 

Information 

H: Device 

Information 

MDR Report 

Key 

MDR Event Key Report 

Number 

Source Code Number of 

devices 

Date received Number of 

patients 

Master Event Data File, Section A: MDR Report 

Identifier 

MDR Report 

Key 

Manufacturer’s 

Name 

Master Event Data File, Section G: Manufacturer Information 

Manufacturer’s 

Address 

Source 

Type 

Date Manufacturer 

received report 

MDR Report 

Key 

Made 

when? 

Master Event Data File, Section H: Device Information 

Single use 

device? 

Remedial 

Action 

Use code Correction 

number 

Event 

type 

Master Event Data File Format Identifier 

MDR Report 

Key 

Device Event 

Key 

Device Data File  

Device Seq. 

Number 

Device available for 

examination? 

Brand 

Name 

Generic 

Name 

Age? … 

MDR Report 

Key 

Patient Seq. 

Number 

Patient Data File  

Date report 

received 

Sequence and 

treatment 

Patient 

Outcome 

MDR Report 

Key 

Text key 

Text Data File  

Text 

type 

Patient Seq. 

number 

Report 

date 

Text 



US and North American Complacency:  

Data Mining 



SPAD Visualisation 



Now for Something Completely Different 1 

 



One Month of Radar Targets in an ACC 

With Kyle White and Dimitris Pezaros 



Number of Radar Targets-Bytes over Network 

With Kyle White and Dimitris Pezaros 



 



Limitations 

• Most ANSPs have AIRPROX replay tools. 

 

• Many limitations: 

– Can be time consuming to retrieve data; 

– Cannot always trust the data when it is received; 

– Can be very hard to interpret the data; 

– Many data feeds not integrated in simulations; 

 

• Want to increase flexibility: 

– Hard to develop ‘worst case’ scenarios. 

– Hard to consider ‘plausible case’ scenarios. 



Visualisation and Simulation of Incidents 



 



 



 



 



ILS Approach and Airprox 



 

FAA: ADS-B Out compliance by January 1, 2020 



 



MSAS: Multi Function Satellite 

  Augmentation System 



Modeling the Airspace 



Visualization 2 



Runway Planning 

• 4 October 1992, El Al Flight 1862. 

– Boeing 747 El Al cargo plane; 

– Hits Groeneveen and Klein-Kruitberg flats. 

 

• 43 killed: 

– 4 crew, 39 people on the ground 

 

• Worst aviation accident in Netherlands:  

– plane exploded, starts large fire after the crash. 



Runway Planning 

• Lockerbie, 21 December 1988. 

– Bomb killed 243 passengers, 16 crew. 

– Killing 11 people on the ground. 

 

• Extend simulator to debris modelling. 

 

• Integrate with GIS and population models. 

 

• Safety of additional runway at Heathrow? 

 

 



Debris Model 

 

 

 

 

 

 

 

 

 

 

 

• The influence of the ballistic coefficient, β , and wind 
upon debris impact points 

 



Mapping Down to the Ground 



 



 



 



Part Two: Extensions 

• Environmental modeling (Noise and Fuel). 

 

• Only matters if there are people to hear it? 

 

• Population based models (eg factories). 

 

• Routes to minimize population impact… 



Now for Something Completely Different 2 

 









Aviation Law 

• Chicago Convention (1944): 

– State sovereignty over airspace (but no upper limit?); 

– “any machine that can derive support in the atmosphere 

from the reactions of the air other than the reactions of 

the air against the earth’s surface”.  

 

• Montreal/Warsaw Conventions: 

– companies liable for injury/delays to passengers;   

– Only applies to international flights not spaceports. 

 

• Kármán line altitude of 100 km (62 mi) ASL. 

 

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=J8S9jjcA8GJcKM&tbnid=sbjdSYoTm4t8aM:&ved=0CAUQjRw&url=http://www.wnti.co.uk/about-wnti/news/the-24th-meeting-of-the-icao%E2%80%99s-dangerous-goods-panel.aspx&ei=TwWBUt7xAuaJ0AWl4IGgAw&bvm=bv.56146854,d.d2k&psig=AFQjCNFVqe6yaF4fgJIUDPi_FiZAH40Nsw&ust=1384273593755904


US Space Law 

• Space launch Act (1984). 

 

• Commercial Space Launch Amendment Act. 

 

• FAA Office of Commercial Space Transport: 

– licensed approximately 200 launches  

– operator licenses for 8 commercial spaceports. 



European Space Law 

• European Aviation Safety Agency, EC 216/2008: 

– Certification & means of compliance, not legally binding; 

– Extensions to type certificates for sub-orbital aeroplanes; 

– If they derive support from the atmosphere. 
 

• Contrasts with FAA license based approach; 

– Criticise EASA certification as ‘premature’ and costly. 

– Virgin Galactic, FAA in New Mexico, EASA in Kiruna, Sweden; 

– XCOR Aerospace launch from Curacao.   

– ‘Constituent country’ of the Netherlands but outside EASA; 
 

• But it’s a mess  

 



 



 



 



Recap: Optimistic Overview 

• Investigations little changed in 50 years. 

– Lots of tools – almost totally ignored; 

– Islands of good practice but isolated. 

 

• Fresh look with input from Europe & Asia: 

– Multiple information sources freely available; 

– Can we develop a new generation of software systems? 

 

• From ADS-B to Debris and Suborbital ops… 



Any Questions? 

 


