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People seeking advantage  
Deploy increasingly autonomous capabilities 
New missions, connections, risks, variations, pressures 
inevitably, gaps, anomalies, surprises appear 
People adapt to produce resilient performance 

Adaptive Cycles 
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Deploying Autonomous capabilities: 

05

stories of technology change describe or envision  
the congestion, cascades & conflicts that arise  

when apparent benefits get hijacked



05

Adaptive Behavior Hijacks Success 
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New forms of congestion, conflict



Surprising reverberations in tangled layered networks 
05

Multi-scale / Multiple Tempos 



OUTMANEUVER COMPLEXITYC/S/E/L  :2013 Complexity in Natural, Social & Engineered Systems 

A system does what it is designed to do,  
except that is not what the designer intended.
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Finite Resources / Change 
Pressures 
SNAFU is normal 
Poised to Adapt

find resilience in how systems succeed despite their design
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Enacted / Embodied Plans 
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Inevitable Surprise at the Boundaries



SNAFU Catching is Normal



As change continues and pressures intensify, risk of 
brittleness increases. 
How do people adapt to produce resilient performance?

What produces resilient performance at the edges?



Multiple	human	and	machine	roles	
interact	across	different	levels;	
Roles	and	interplay	change	over	time	
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Detect and Avoid Algs. 

Drones in Controlled Airspace 



Detect	and	Avoid	(DAA)	Self-Separation	(SS)	displays	and	algorithms	
What	are	the	appropriate	alerting	thresholds	for	self	separation	and	collision	avoidance?	
What	are	the	minimum	information	requirements	for	SAA	displays?	
Is	there	a	performance	difference	between	integrated	and	standalone	displays?	
What	advanced	display	features	improve	accuracy	and	expediency	in	determining,	
negotiating	and	executing	traffic	avoidance	maneuvers?
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Detect	and	Avoid	Algs.	and	Autonomy	
Lisa Fern (OSU/NASA), Jay Shively (NASA), Conrad Rorie (NASA)



Alerting	Logic
• Vigilant	Spirit	is	capable	of	displaying	surrounding	
traffic	and	alerting	to	potential	well	clear	violations	
(WCVs)	
- Sensor	range	depends	on	equipage	of	nearby	

aircraft:	
• ADS-B-equipped	aircraft:	

- Range	=	80nm	&	+/-	5000ft	
• Non	transponder-equipped	aircraft	

- Range	=	6nm	
- Azimuth	=	+/-	110deg	(from	nose)	
- Elevation	=	+/-	20deg	(from	horizontal)



DAA	Alerting	Logic

“Preventive	Alert”

“Collision	Avoidance”

“Self	Separation”
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Auto	Resolver

➢ Auto	Resolver	is	a	separation	assurance	algorithm	
designed	to	detect,	evaluate	and	resolve	threats	to	well	
clear	
• When	a	Self-Separation	threat	is	detected,	Auto	Resolver	

automatically	presents	a	maneuver	that	best	resolves	the	
conflict		
• Best	=	selects	maneuver	that	minimizes	deviation	to	prevent	Collision	

Avoidance	alert	
• If	Auto	Resolver	is	unable	to	find	a	threat-free	maneuver,	the	solution	

with	the	greatest	horizontal	separation	is	provided	
• Auto	Resolver	also	pre-loads	the	recommended	maneuver	

into	the	steering	window
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Integrated	
(VSCS)

Basic Advanced



Display	Conditions
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D1 D2

D3 D4
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Degraded / Lost Comms



How will people in different roles 
adapt to produce/ensure resilient 
performance?
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Detect and Avoid Algs. 

Delegate DAA Autonomy to Drone 
especially when Degraded/Lost Comms 



Triggering 
Event

?

The Basic Sequence

? ?

Uncertainty

The basic form: 
1) Well-structured traffic flows given  
previous trade-off decisions & criteria 

2) Triggering event, 
3) Surprise 
4) Adjustment/reconfiguration, 
5) Return to structured flow

Disruption / Resolution   

How to be a cooperative agent in a shared airspace when 
disruptions occur and standard comm channels are compromised?



A Simple Story

1. Typical traffic flows are moving through well-structured airspace; 
2. Having completing its pipeline survey mission, UAS climbing to a higher altitude; 
3. While climbing, UAS encounters extreme wake turbulence and is unable to maintain level 

flight or proper orientation; 
—> intermittent satcom loss due fuselage masking 
4. While losing altitude, UAS violates well-clear volumes and intended flight paths of other 

sector aircraft;  
5. UAS maneuvers to stay well-clear 
6. ATC manages other aircraft in the sector given UAS  
7. ATC begins to re-establish traffic flow given performance goals.

Example : ambiguity, cascading effects, sector performance losses
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Double Decker (3 variations) 

Wake Turbulence and Cascade (5 variations) 

Overtake on climb (5 variations) 

Push from the rear (2 variations) 

Transit of structured airspace due to in-flight route change of operator org priorities (2 variations) 

Intermittent loss of data-link while crossing sector (3 variations) 

Loss of UAS/ATC Communications (3 variations)  

Loss of GCS/UAS comm-link post tactical direction (3 variations)  

Loss of pilot/UAS data link mid-GCS hand-off (3 variations) 

Synchronization Challenges  
Scenarios 



Making Intelligent /Autonomous Systems Team Players

Prologue 1: Past Results on Human-Autonomy Teaming



Making Intelligent /Autonomous Systems Team Players

Prologue 1:  Increases in autonomy require  
more sophisticated coordination / synchronization 



Building Capability for Resilient Performance 

Prologue 2:  
Resilience Engineering to overcome 

brittleness in complex systems

Anticipation (risk of Decompensation) 
     Synchronize over roles (risk of Working at Cross Purposes) 

Proactive Learning (risk of being Stuck in Stale Models)



Resiliency Trade-Spaces

POTENTIAL FOR 
RESILIENCYCOMPETENCIES

CONSEQUENCE OF  
BREAKDOWN

FOR 
COMPLEX ADAPTIVE SYSTEMS 

WITH DEPLOYMENTS OF INCREASED AUTONOMY

© 2017 - David D. Woods & E. Asher Balkin. All rights reserved.



Trade-Spaces

Scenarios
Disruptions which challenge synchronization across

roles and require anticipation of crunches ahead.

Specify
Competency Envelope

Capabilities for
Resilient Performance

© 2017 - David D. Woods & E. Asher Balkin. All rights reserved.



Trade-Spaces

Scenarios
Disruptions which challenge synchronization across

roles and require anticipation of couches ahead.

Specify
Competency Envelope

Capabilities for
Resilient Performance

Add Robustness ? Add Resilience ?

© 2017 - David D. Woods & E. Asher Balkin. All rights reserved.



Initial Results

trigger/disruption + degraded SatCom —> uncertainty about UAS intent and future behavior 

—> tactical rerouting of other aircraft: increase separation away from UAS with degraded comms (easier to 
maneuver everything else)  

—> reduce sector capacity  

—> reduce efforts to optimize network capacity and efficiency and meet other constraints 

—> cascading effects including cross sector transitions and handoff difficulties 

—> sudden workload increases for other roles  

Uncertainty —> System Performance Sacrifices 



The future is already here & it’s not as advertised 
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• increases in autonomy are a capability not an integrated solution.   
• people utilize new capability to operate at new scales and expectations,  
• deploying autonomy —> new forms of synchronization across roles/levels  
• integrated solutions invest in building resilient performance  
• new challenges require new architectures for human and automated roles

As new tech capabilities ↑ & are deployed,  
congestion, cascades & conflicts will grow faster than the tech 

↑ Autonomy is a story of Human Systems at Scale
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stories of technology change describe or envision  
the congestion, cascades & conflicts that arise  

when apparent benefits get hijacked 




