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Total movements controlled
by Belgocontrol

1,040,994
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Number of movements in the
CANAC airspace

565,573
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Number of movements at
Brussels National Airport
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A little bit about us ... The airspace we control (g
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Once upon a time...
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Name: PW Fatuwe
Place of birth:  CANAC? ’
Date of birth: 27/(05/75




there was a black swan...




and then there were darkness
and silence...
-.except the LRS

Operations as usual...




Damage found upon visual inspection
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Out of sight, anxmusly on mlnd flights
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The outage

Last flight landed
diversion aerodrome
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Last flight leaving
area of responsibility

1st NOTAM
publication

Evidence of 18 flights
under positive
control

Transmission on 121.5

07:19 All traffic under

positive radar control

Evidence of 23 flights  zero Rate Regulation
under positive control (ZRR) installed

cancelle

Published NOTAMs
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Imposed stop.of
operations

O-room restored
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Meanwhile these were inside out (re)actlons
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Where did they all go???
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Meanwhile this is how the society (re)acted...
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Departures
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Passengers

T

. cargo biking Moose

#belnocontrol #BelgoOutOfControl & |
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2- Volgen

&= & oh
R dear, no flights in or out of Brussels National

Airport. They have no power. #nojoke
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Meanwhile this is how the society (re)acted...
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Customers
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Meanwhile this is how the society (re)acted...
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Meanwhile this is how the society (re)acted...
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Meanwhile this is how the society (re)acted...
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Departures
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The investigation

{QUESTIONS JANSWERS>
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WHO carried out the investigation
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External
¥ AAIU

> External independent investigation

BSA-ANS

> Follow-up on corrective actions
> Oversight of the changes
> Audit of the contingency plan

2 external expert consultancy for
electrical matters

> Technical safety investigation

>

contingency matters

> Survey on contingency measures
Chris Johnson
Eurocontrol building survey
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/Pr HR department
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¥ Internal Auditor

External expert consultancy for \
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Technical safety investigation
Operational safety investigation

Addressing post-traumatic
effects

Support the risk evaluation
process during the recovery

Investigated potential legal
responsibilities
Participation of the 1st phase of

the evaluation of the situation in
regional airports




Investigation outputs

“Lessons Feed us with Quality LABORELEC ini

Mailbox visit report

your

learned” .
reflections”

HELIOS
contingency
provisions

SMU report
Nov 2015

83 recommendations
5 requests for feedback
4 good practices

LABORELEC
analysis of
incident

SGS conformity
elec

LABORELEC
tech advice
Stat Switches

LABORELEC

Electricity
audit

LABORELEC
EMC audit

DNVGL
“oorzaken
rapport “

DNVGL
“overzicjht
aanbevelingen
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Methodological consideration

Cause-effect
relationships

Emergent
behaviour




The found clusters of causes...
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Static Transfer Switch (STS) o
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» The STS is an electrical switch, connected between the customer

critical equipment (the load) and supply mains, that switches a load
between two sources.

 lts function is to guarantee a continuous power supply to the load by
taking energy from two sources, respecting the priority criteria.

STS 1Ph

STS 3Ph
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Electrical Network
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Generator or

(1) Unearthed System: IT System g i

L2

L

(2) Earthed System S
e TT ﬁ L:
TN | .

The first letter defines the neutral point in relation to earth:

« T =directly earthed neutral (from the French word Terre)

*  I=unearthed or high impedance-earthed neutral (e.g. 2,000 €2)

The second letter defines the exposed conductive parts of the electrical installation in relation to
earth:

« T =directly earthed exposed conductive parts

* N =exposed conductive parts directly connected to the neutral conductor
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Generator room
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Cooling installation
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Power distribution network

Power
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Batteries Batteries
(20 min) (20 min)
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MV HV

Servers &
others
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Absence of connection between the neutral
conductor of the emergency generators and
earth (diesel generators).

Found technical root causes
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coincidental fault on one
of the loads (motor of the cooling installation).




Your turn...
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Given the described circumstances:

How would you had known whether the generator
had had actually been grounded?

Would you have detected the £ault on the cooling
system and how?

i Beigocontrod
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Knowledge od dynamlc interactions in the system (s
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“I would estimate t
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nly a hand full of people in | elgocontrol really L

“I wa®impressed at the \isk-based derisions that were taken but these

werg.based on individugl lnszghts

-

nd flexible group work. .\ They
“diagnosed and tested {éir ideasgn the cause - they gradually

introduced power into a single petal etc.” | :
o&son '

Prof. C. ]
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Given the described circumstances, how do you think
your staif would have acted?

What level of confidence you have that they would have
made a right decision?




Organisation
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Inadequate contingency facilities (i
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“It 1s totally clear to me that the operational contingency centre was never
intended to be used but only to meet a requlatory obligation. It is

inaccessible and unknown to most operational staff”.
Prof. C. Johnson

BUT.. [ ]

“In this case, your engineer made the right judgement in repairing the
primary systems but they must have been under extreme pressure
knowing that the contingency center was so feeble”.

Prof. C. Johnson
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Your turn...
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What are your contingency facilities like?
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External
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Belgocantrol

External suppliers

7 The investigation results brought into question the
validation/certification provided by external suppliers.

¥ In parallel with the growing complexity of the ATM system, the
ANSPs become more and more dependent on the support from
third parties.

¥ Therefore, ANSPs must ensure that the Supplier Safety
Assurance System maintains the same pace of change as its
environment.
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Do you have a Supplier Safety Assurance System in
place?

How effective is it?

On the basis of what do you measure its effectiveness?




Not invented here...

| _.;i' in Europe. We cannot eliminate these
lex system failures, especially where we rely on
B external service providers e.g. for equipment
installation and maintenance”.
Prof. C. Johnson




Lessons learned

This is what we have
learned from‘ this

H-a-ck swan event, ..
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Lessons... Not invented here...
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Staff is expected to comply with procedures

But what if there are no procedures? Or incomplete,
inefficient?

Now, what if the staff improvises?

Our staff managed to find a solution. But what if this
solution was a negative one? KEEP

A o
‘ \’ WORK TO

RULE
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Teamwork (oo
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P All involved showed an extraordinary level of commitment, resilience and
positive focus.




-"rl'h!"hl" !
E-.

Lessons... Not invented here...

ot

L

AN \\\\\V/////\\\\\"///(

¥

1 Beigocontrod

T11E NNNNNLLLT NN LTINS TS NN\

N Sy
B b (/e s
R




L
. . ' Belgocantrod
Inside Out Perception of Belgocontrol
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Inside Out Perception of Belgocontrol
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Headlines...

e big stream of Belgocontrol last year? Problem
has existed for more than 10 years

The big flood of May 27, 2015 in the Belgocontrol air traffic control
center in Steenokkerzeel had already taken place much earlier.
e diesel generator at the base of the panne had not been
ed since the installation of the electrical system of the
center. This is stated in the Air Accident Investigation Unit's Air
Mobility Investigation Unit's Final Report for Air Accident
Investigation.
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-
worry about air safety

On 7 June 2017, following a new failure at Belgocontrol, the
Belgian Cockpit Association published a Press Release urging
Belgocontrol to |mned|ately take aII apprepna[e measures to
ensure air safety. Download ease (in Fre ]

Bruxelles, le 7 juin 2017

Nouvelle panne a Belgocontrol : les pilotes
s'inquiétent pour la sécurité

Le 6 juin 2017, Belgocontrol, I'agence chargée du contréle aérien
en Belgique, a de nouveau subi une panne technique. Il s'agit du
troisieme incident en deux ans. Heureusement, grace au
Erofessionnalisme des contréleurs aériens et au systéme de
ackup, aucun incident majeur n'est a déﬁlorer. Cependant, la
BeCA s'inquiéte de cette situation et exhorte Belgocontrol a
prendre les mesures nécessaires pour remédier aux problémes
récurrents qui menacent la sécurité aérienne et la pérennité du
contrdle aérien en Belgique.

Selon les informations dont nous disposons, le mardi 6 juin 2017,
a la suite du débranchement par erreur d'un cable, tous les
écrans radars du systéme primaire, ainsi que le systéme
secondaire de backup se sont éteints pendant une dizaine de
minutes. Les contréleurs aériens ont des lors été contraints de
travailler sur le troisieme et dernier systeme de secours (fallback
system), qui n'a donc pas toutes les fonctionnalités du systéeme
habituel. Il s'agit du troisieme incident en deux ans. En effet, le
27 mai 2015, Belgocontrol avait subi une panne électrique qui
avait paralysé |'espace aérien belge pendant plusieurs heures,
entrainant I'annulation et le retard de nombreux vols. Le 12 avril
2016, |'espace aérien belge a de nouveau di étre fermé en raison
d'un manque de contrdleurs aériens pour assurer le service.

Cette situation est macceptable et pose de nombreuses questions
quant a la sécurité et a la pérennité du contrdle aérien belg

(ommp la BeCA |'a déja souligné a plusieurs reprises dans un
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Where is our P.W. now?
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