




• Support safety as insecure systems may not be safe

• Avoid (lengthy) outages

• Enable innovation and partnership by information sharing

• Enable technical modernisation (virtualisation, cloud, etc)

• Save money by reducing complexity

• Protect reputation and trust

• Manage corporate risk 

• Comply with regulations



Compare own practices to model

Use evidence to back up assessment

Contains a range of capabilities

Describes a range of levels

E.g. Early model for  software dev



• Common model across ANSPs/NM to:

• Compare your ANSP to how it looked at some point in the past, to 
track improvements over time. 

• Compare your ANSP with others, to drive and share good practice

• Common model across suppliers to assess supply chain maturity





1. Cyber regulations are high-level and risk-based… leaving us asking 
“What is good enough?”

2. Maturity models are a gross simplification, but are useful especially in 
simple reporting to management

3. ANSPs/NM and ATM suppliers are similar enough to compare

4. Only comparing is insufficient; then sharing practices is vital

5. A ‘one size fits all’ approach is tricky but possible

6. ATM has some unique characteristics that warrant inclusion

7. Developing an aviation maturity model is a step too far





Governance, 

Security Risk 

Assessments,S

ecurity

architecture, etc 







CSIR for aviation operators - Current

Organisation A B C D E F G H I

Phase 1 – Prepare

Criticality assessment 3 3 2 3 3 3 3 2 1

Safety-security planning 3 2 2 2 0 0 0 0 0

Incident response governance and planning 4 3 3 0 3 2 2 2 2

Phase 2 – Detect

Security monitoring of external threats 3 3 2 2 2 3 3 3 2

Security monitoring of internal threats 2 2 2 0 2 2 3 0 1

Notification from 3rd parties / wider supply chain 3 2 2 1 2 2 0 0 2

Internal event reporting 4 3 3 2 2 3 3 3 1

Phase 3 – Respond

First response, triage and assessment 4 2 2 2 3 2 2 3 2

Containment and eradication 3 3 2 3 3 2 2 2 2

Service and operational continuity 3 3 2 2 3 3 3 2 2

Recovery 3 3 2 3 2 2 2 2 1

Coordination with state 3 4 3 1 2 1 2 0 1

Collection of evidence 2 3 1 2 2 1 0 1 1

Phase 4 - Follow up

Detailed investigation 2 3 3 2 3 2 0 2 1

Information sharing 3 2 2 2 2 2 2 0 2

Post incident review and lessons identified 4 2 2 0 3 2 2 1 1





1. What is the scope? (Org vs SecMS/ISMS vs System-level)

2. Adopt, adapt or create? What are the capabilities and levels?

3. Which standard(s) to link to?

• NIST cyber standards from US

• ISO 27k Information Security

• ED-205 ATM systems security specification

• EN 16495 Information security for ATM

4. How tailored to ATM? What additional capabilities?

5. What objective criteria / evidence is expected?



• From recent discussion with UK, Australia, 
NZ, Germany and Canada ANSPs



+ cyber risks



• Stage one – a high level maturity assessment (eg NIST CSF 
categories) with around 12-15 questions with a CMMI-like answer 
set showing examples of what a 3 means, and what a 4 means etc.

• Stage two – a lower level maturity assessment, breaking down 
each of the stage one questions into a category – so say 2-5 sub 
questions for each of the 12-15 categories’

• For each of the questions, link them to a lifecycle position 
(e.g. Protect/Detect/Respond etc) and a control type 
(e.g. People/Process/Technology) so that the automated reporting 
you include can highlights where the ANSP is strong and weak, and 
this can help drive additional investment 



• Keep it simple (“something that Grandma could understand”)

• “Perfect is the enemy of good”

• “As simple as possible, but no simpler”

• “Not a comprehensive audit”

• “Visual is good for senior management”

• Should help drive goal-setting and investment decisions

• Use NIST CSF as pragmatic, but add SecMS parts from ISO27k

• Leadership, governance and management are crucial!

• Should be at organisation- and process-level, not system-level

• Should not introduce new requirements

• Threat awareness vital for risk awareness

• Maturity likely to degrade over time due to new threats



Supplier Supplier Supplier Supplier Supplier

1 2 3 4 5

Leadership and governance 3 3 3 2 1 1

Security Management System (SecMS) 2 3 2 2 2 1

Asset Management 4 4 3 2 2 1

Risk Assessment 1 3 3 1 2 1

Risk Management Strategy 2 3 2 1 1 0

Supply Chain Risk Management 2 3 3 2 1 0

Identity Management and Access Control 3 4 2 2 3 2

Awareness and Training 1 3 3 2 2 0

Protective Technology 3 4 2 3 1 1

DETECT Anomalies and Events 3 2 2 2 2 0

Response Planning 2 3 3 3 0 0

Mitigation 3 3 2 2 0 1

RECOVER Recovery Planning 3 3 3 1 2 1

RESPOND

Function Category ANSP

LEAD AND 

GOVERN

IDENTIFY

PROTECT





• Out for review with ANSPs

• Being used by Network Manager security review study

• Being informally trialled elsewhere

• Next workshop on 5 November to refine

• Please use, feed back your experience and come to the workshop





GM1 ATM/ANS.OR.B.005 Management system: 

• “Traditionally, separate management systems were developed 
to address issues such as safety, quality, environment, health and 
safety, finance, human resources, information technology and 
data protection. However, it is foreseen that more and more the 
services providers will establish integrated management systems
following the harmonised set of requirements in this Regulation.

• The Regulation does not require that the different management 
systems are integrated but it facilitates their integration”



• “Consequently, the introduction of the remote tower concept 
may affect the security risk assessment and these security 
vulnerabilities may have an impact on safety. For this reason, 
these security vulnerabilities may add new causes to the existing 
safety hazards (e.g. possible corruption of navigation aids 
information, loss of visual presentation data) or may add new 
hazards (e.g. complete loss of the provision of ATS). Based on 
these considerations, the ATS provider should conduct a 
dedicated security risk analysis and take the necessary measures 
to protect its systems and constituents against information and 
cyber security threats.”



“Insecure systems cannot be assumed to be safe”

• “But not all cyber-impacts are on safety of life”

• “Cybersecurity is not just safety”

• "Security is a pre-requisite for safety”

“Safety cases have limited value unless security has been addressed”

“Safety assurance requires effective and demonstrable cyber-security”

“Cyber-informed safety oversight of changes and certification of ANSPs 
are the fundamental roles, and the key areas to address”

“Some NSAs are starting to develop procedures for oversight of changes 
that combine these considerations”

“Cyber-incidents can either directly or indirectly cause safety hazards”



Touchpoints between SAF and SEC: Security risk 
Assesment
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A.2.3  Alignment of safety and security risk management

• “Both safety and security form elements of an overall risk management in 
many organisations in ATM. This should be reflected in aviation in a 
consistent approach to safety and security in terms of:

• A consistent representation of the processes and assets, that are subject to 
individual safety and security-cases.  

• An “all hazards” approach considering both “unintentional events” in terms 
of  technical failure, acts of god, human error, organisational weaknesses as 
well as the intentional acts i.e. crime and terror

• An “all impacts” approach considering all relevant aviation key performance 
areas. While Safety as the aim to “protect life and limb” stands out, other 
areas – notably Capacity and Cost Effectiveness – need to be considered as 
well. 

• Alignment of safety and security should also include the identification and 
resolution of conflicts between risk mitigation measures.”



• http://www.hse.gov.uk/foi/internalops/og/og-0086.pdf



• How is SEC already addressed within SAF activities?

• How best to achieve effective and efficient coordination 
between SAF and SEC?

• What are the links to other related risk management disciplines 
(eg BCM, Quality)?

• What are the pros, cons and challenges of further integration?
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