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Presenter
Presentation Notes
Frequentis company is a supplier of communication and information systems for control rooms of safety-critical organizations in the fields of air traffic management, defense, public safety, public transport and maritime.



| © Frequentis AG 2019 Publicaware® Toolbox – Safety related Design|2

24/7 high reliable service 

Public
Safety

Public
Transport

Air Traffic
Management

Maritime

Defence

What is common among these industries?

 Technological changes are often introduced 

 Every organisation has different business processes

 High expectations toward improvement of workplace efficiency

 Most of them meet us in safety - critical projects😉😉

Presenter
Presentation Notes
What is common among these industries?
1) Technological changes, either in response to economic competitive pressures or due to changed legislative context and
The state of technology in any organization significantly influences the efficiency of the business. 
2) They all have expectations …
2) And Automation is seen as one of the key factors to increase operational capacity and to reduce costs.
2) But, there is often less understanding of the effect that technology deployment might have on humans and also, how it may fail. 
3) In the same way that no two people can ever be the same, no two organisations are identical. Although one may come across similar organisations within an industry, there are always subtle differences between their working methods.
4) the company’s approach/philosophy & dedication originates from 70 years of experience in safety critical Control Rooms, that our products need to be adjusted to the customer’s specific needs mapped in customer organisation’s business processes. 
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Ironies of Automation
 Humans should not be included in systems 

because they are unreliable and inefficient

 Automated systems are implemented because  
they can perform better than the operator

What should the human do?

What should the machine do?

How should they work together and 
share the tasks?
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Learning in different domains
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Safety

Public
Transport

Air Traffic
Management

Maritime

Defence

Control centres 
worldwide

Usability needs Understanding

Presenter
Presentation Notes
Over the last 70 years Frequentis hat the chance to learn what safety critical enviroments are about and gained exprience in differen safety critical domains.

What is a saftey critical control room about.
Clear definition operational goals for continous improvemnt
Usability needs understanding
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 Surveillance

- Make yourself a picture of the situation beyond line of sight

 Workflow Support

- Understand what the desired target situation is
- Understand where you are on your way to get there
- Understand what are the next step(s) to achieve the target situation

 Communication

- Keep contact to the outside world
- Communicate your decisions to trigger actions

A control room without
communication is meaningless! 

Presenter
Presentation Notes
What is a control room about to be meaningfull

What is necessary for critical control rooms:
Clearly surveillance
Workflow support
Communication.

Otherwise the control room is meaninglss
Therefore following aspects are from high importance:
	interaction with other stakeholders
E.g. ATCOS – pilots
Commanders – ships
Police centre – policemen
Communication of decisions

Overall it builds up a powerfull team.
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Advanced 
Situation 

Awareness

Decision 
Support

Workflow 
Driven 

Communication

• Where are my resources, what is the status quo?

• What is the desired end-result, the “global optimum”?

• How big is the delta?

• How do I reach the desired end-result, the “global optimum“?

• What is the ideal next step to get me there?

• How do I receive data?

• How do I communicate decisions?

• Embedded in the workflow with minimum cognitive need!

Presenter
Presentation Notes
This brings us to following questions.
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Todays challenges ...

Presenter
Presentation Notes
So what are the challenges that we are facing today?
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Cloud Services 1st Responder App Emergency App Messengers 4G/5G Communication

Other Inputs Video Surveillance

Presenter
Presentation Notes
Information flooding is one big issue at our time. In the history we had the problem how to receive information.
Today we hav different sources wth similar information, but maybe with different quality and update rates

So how should th operator cope with all the information?
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Presenter
Presentation Notes
Due to the history, it is often “thought” in systems. Within control centres the interfaces and interations are important.

Automation is important to support the operator to concentrate on the important aspects of his role within the overall business process. 
If you have a look at this working position handling a emergency call, you will see that due to the history of system boundaries. It is complicated to receive and work with the information.

> to optimise it is important the understand the workflow, thinking over the boundaries of  system interfaces.

Can it be operated safely?

Zeljka: Safety & Information Processing Model 
- Look (Maximum information ) Information content and form, Information presentation, Information prioritisation and categorisation, The user should not have to remember information from one part of the dialogue to another
- Think (Minimum brain operation), The brain learns and remembers best through pictures and animations, ) The brain treats text as images and interprets each letter as an image (requires additional brain resources)
- Act (Fastest (re)action
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Control Room Consulting – what do Users need to do the right thing

Business processes 
and objectives 
Information streams
Improvement potential

User and business 
process centric 

Understand 
complexity
Measure early user 

confidence

Measure objective 
improvements
Measure subjectively 

perceived quality

Solution is 
“fit for purpose”
Technology evolution with 

highest user acceptance

Complexity & unclarity Value

HMI design Visualize Prove DeliverUnderstand
…the joint cognitive system 

‘control room’
…an act of creativity to build 

the best support for 
..what it is we 
are creating

…user acceptance – the key  
to ensure adoption

…the best possible joint 
cognitive system

Presenter
Presentation Notes
ISO 9241 – 210

To ensure a usable and safe operation. Frequentis taillered the ISO9241-210 and generatd the aware toolbox to easy digital transformation of the joint congnitive system. To ensure a user – business process oriented solution which fits the purpose
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Understand
…the joint cognitive system ‘control room’
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 Information stream analysis is a flow chart method 
for illustrating, analyzing and optimizing the process 
to produce and deliver a product or a service.

 To identify delays, any restraints, excessive 
inventory, in-efficiencies, etc. in the process.

 Reduce costs and improve quality of production and 
products / services.

It works for production processes as well as in control rooms

Presenter
Presentation Notes
Control rooms can also be seen as production area.

Zero Failure at Max Productivity -> we are handlng information.

Information stream analysis
Illustrating, analysing  and optimising the process
Important to be able to discuss also with the other involved stakeholders
Important to detect improvementpoints or clarification points.
As in the end of the day the goal is to improve th qualiy and reduce costs.
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Aim:
Get an overview of: 
• working environment
• context of work
• systems in use
• Tasks (working routine)

How:
• Onsite survey
• User observation 
• Contextual interviews 
• Subsequent discussion / questionnaires
• Focusgroup
• Analysis and interpretation of the results

Preparation – Context Analyses

Presenter
Presentation Notes
Here you can see a simplyfied version of a control room and its processs.

Information stream desgin helps to get an overview of …

How this can be achieved to rceive an information stream map?

In the beginning it it is important to collect availabl information, however in the end it is necesary to have a workshop with all involved stakeholders to complete and challenge the process to find a common view of the underlaying process with all stakeholder perspectives.
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Identification & 
Scope

 Definition of the Objectives and the (80/20) user scenarios to be examined
 Definition of KPIs

Understanding the Problem

 Capturing and mapping of the actual business process
 Visualization and description of the needed information streams

Capture actual 
process

Information Stream Mapping

 Identification of strengths and weaknesses of the actual Information Streams
 Identification of gaps (Kaizen Flashes)

Analyze actual 
process

Information Stream Analyses

Optimize actual 
process

 Elimination of the gaps
 Design optimised business- and user-centric information stream

Information Stream Optimization
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PROCESS 
STEP

PROCESS 
STEP

PROCESS 
STEP

PROCESS 
STEP

NO

YES

E 1

PROCESS 
STEP

Lorem
ipsum

80/20 USER STORY
User Story

PHASE 1 PHASE 2 PHASE 3
Phases

OP 1

OP 2

SYS 1

OP 3

Actors

EVENTS

Events

M3

M2

M1

Media

NOTES

Notes

Swim lanes
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Design
…an act of creativity to build the best support

Visualize
...what it is we are creating

&
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Presenter
Presentation Notes
To ensure a safe, user and business oriented solution, it to identify the aspects and goals of the involved parties.

Within the picture you see that there is a safe way to ensure people are stopping , having a look,… and so on.
However due to the nature of human, only an amount of inconvinences can be carried. Otherwise the people starts looking for another way.
This is specially happinging if the understanding of the overall situation is not in their mind.

Therefore the usecases and goals shall not be forgotten. To enusure this we defined 4 objectives to follow.	
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Objective 1

Objective 2

Objective 3

Objective 4

Presenter
Presentation Notes
Zeljlka
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BASED ON INFORMATION STREAM DESIGN
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BUSINESS PROCESS ANALYSIS & WORKING MODEL

FIT FOR PURPOSE!

HUMAN PERFORMANCE 

The System can be

Applicable HP Standards (Examples)
• MIL-STD-1472G: Human Engineering (as of Sep.24, 

2014)
• MIL_HDBK_46855A: Human Engineering Program 

Process and procedures
• Defstan 00-250 : Human Factors for Designers of 

Equipment, especially Part 7: Visual Displays, Part 
13: HCI

• ISO 11064: Ergonomic Design Of Control Centres
• ISO 6385:2004:Ergonomic Principles In The Design 

Of Work Systems
• ISO 7000:2004:Graphical Symbols For Use On 

Equipment
• ISO 9241:Ergonomics of Human System Interaction 

(Parts 10-17 Software Ergonomics)
• ISO 13407: Human Centred Design Process for 

Interactive Systems
• HF-STD-002: Baseline Requirements for Color Use in 

Air Traffic Control Displays
• FAA-HFDS: Human Factors Design Standard
• EUROCONTROL HF Case:HF Case Guidance V3
• Various ICAO Standards and Guidelines, e.g. ICAO 

Human Factor Guidelines (2000), ICAO HF 
Guidelines for ATM Systems (Doc 9758/AN-966)

OPERATED
safely

INFORMATION STREAM DESIGN

The System is

SAFETY

SAFE
The System is

SECURE

SECURITY

Presenter
Presentation Notes
An additional example that I want to mention about the colour concept is, that we follow the paradigm: Distress colours must not be used as signal colours

WHAT DOES IT MEANS? THIS IS A SAFETY FEATURE
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BASED ON INFORMATION STREAM DESIGN

The system behaves always
“as expected”
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BASED ON INFORMATION STREAM DESIGN

Monitoring Awareness Initial Action Planning Operation Conclusion Configuration
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Prove
…user acceptance – the key to ensure adoption
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Minimum for safe
operations

User feels confident and safe in 
operating the system

Presenter
Presentation Notes
Following international Standards is the minimum for safe operations but does it mean that the user feels safe?
How can we ensure that the user himself feels confident and in complete control of the situation?
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• Time on task
• Task completion
• Failure Rate

• Wellbeing
• Trust and Satisfaction
• Haptic User Needs

Presenter
Presentation Notes
Left side: objective data, the user works as expected and avoids erros =>standard compliant, works to rule
Right side: subjective data, the user feels comfortable and safe in operating the system =>user experience

Übergabesatz:

 Not only on cognitive but emotional level of human nature!  Evidenzen notwendig
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Ensure Fit for Purpose based on objective and subjective quality criteria

HP @ 
Application HP @ 

Working Position
HP @ 

Control Room

CW

Presenter
Presentation Notes
To simplify the big picture and to meet actual needs we distinguish between HP at App –  HP at WP –  HP at CR 
This is from importance to generate the necessary evidences to prove the usability within the joint-congnitive system
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Purpose of use: UX Benchmark 

Presenter
Presentation Notes
User experience to collect subjective user information too.
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Usability Benchmark

Presenter
Presentation Notes
10-item questionnaire. Often used as standard post-test survey in usability tests.
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Deliver
..the best joint cognitive system
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People create safety.
Tell me, and I will forget.
Show me, and I may remember.
Involve me, and I will understand.

Confucius
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Change always leads to resistance
“Transition” normally just smoothens technological change
Change affects the overall “Joint Cognitive System“ Humans and Machines

Presenter
Presentation Notes
Change
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Planning phase Realisation phase Review phase

Identify:

• User needs

• Risks

Plan transition

5-step approach:

• Description of change

• Identify affected stakeholders

• Identify impacts of change

• Define mitigations

• Plan user acceptance reviews

• Integration of mitigations into the overall project plan to 
support the execution of the project in an optimised way.

• Addressing risks at the right time with affected stakeholders

• Supported by social transition specialists based on an 
individual mitigation plan

• Check the 
effectiveness of the 
mitigations

• Check job satisfaction 
based on structured 
user satisfaction 
analysis

Review /test user 

satisfaction

Manage the change on a functional and emotional level

Implement the change

Communicate with the stakeholders

SOCIAL TRANSITION

Presenter
Presentation Notes
Support the implementation via social transition support.
In the center of social transition we have to keep in mind potential risks and focus on corresponding mitigations!
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Example
Information Stream Design and benefits
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1st you have to understand the problem

Problem statement:

How to order a beer orderly so you get a fresh and cold beer with enough time to 
drink it in a relaxed way.

Scenario: 

It’s a warm summer day and sales man John wants to go for a beer after his work.
Therefore he stops his work at 5pm and walks to the so-called “Schutzhaus”. All at all he can drink only one 
beer, because at 6pm he has to be at home.
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Define KPIs

Cold

Fast

• KPIs are important to measure if the improvements
met with the expected benefits

• They are required for UX tests

Desired
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Information stream analysis

Fast

Ordering beer orderly

Ac
to

r
Pa

pe
r

No
tiz

en
Ac

to
r

Ac
to

r
Ac

to
r

Vo
ice

Ph
as

en

Phase

John

Other visitors

Waiter

Bar

Enters the 
beergarden Sits down

Waiters sees 
John sitting 

down

Brings the 
menu

Leaves again to 
serve other 

guests

Looks at the 
menu

Signals waiter 
ready to order

Goes to the 
bar to get new 

drinks

Comes back 
outside

Waiter comes 
to table Takes order

Takes orders 
from other 

guests

Informs 
barkeeper about 

new orders

Leaves to 
serve drinks

Prepares new 
drinks

Places drinks 
on bar

Gets new drinks 
after finishing 

serving

Brings John his 
beer and leaves 

again

Drinks 
beer

Waiting time
Waiting time

Beer might get warmTakes wrong order

Spill the beerWaiting time
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Look at the identified kaizen and start creating concept

Fast

In our example:

• How can we reduce waiting times?

• Is the beer cold enough?

• How to ensure the correct drink is
received.

• Avoid spilling the beer
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Prototype concepts to address the kaizen flashes

Fast
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Test if the new concepts work

• Check if the concepts met the
previously defined criteria.

• Check the improvements of KPIs

• Check the User acceptance
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Senior Lead UX Expert 
Control Room Consulting

michael.poiger@frequentis.com
Tel.: +43 1 81150 - 3826
Mobil: +43 664 60850 - 3826

Zeljka Pozgaj
Safety Engineer
System Safety

zeljka.pozgaj@frequentis.com
Tel.: +43 1 81150 - 1229
Mobil: +43 664 60850 - 1229
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