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Cyber : Why addressing it ? 
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EC 1148/2016 (NIS Directive) 

EC 373/2017 

… 

& 
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Raising Senior Management awareness 
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Risk-based approach 
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Likelihood of a cyber-attack: 

 

Very difficult to assess 

 

AND 

 

Past experience not relevant 

Likelihood 

Impact 

TOLERABLE = 

Compliant  with  

regulations 
ACCEPTABLE 

Risk 

UNACCEPTABLE 
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Cyber threat/risk dynamic 
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State-sponsored / Geo-political 
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Technical 
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Cyber-crime … it’s an industry 
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Cyber-crime: ransomware 
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Cyber-crime: Fraudulent e-mails impersonating EUROCONTROL 

From: Veronique Martou  [ mailto:vmartou.eurocontrolcrco.int@gmail.com ] 
Sent: Tuesday, January 30, 2018 9:08 AM 

To: XXXX 

Subject: RE: Payment Query/Eurocontrol Charges 

 

Dear   Sirs  ,  

we have sent a couple of emails to your accounts payable team without receiving any responses. please kindly avail us with the status of the invoices sent to 

you for the months of September to December 2017, to enable us reconcile our accounts and update your records in preparation of the upcoming audit of 

accounts. we regret all inconveniences and plead that you bear with us.note also that EUROCONTROL will not hesitate to take a strict enforcement measures 

and possible detention of your aircraft will be the inevitable consequence if you delay further to comply with this demands. 
 

NB;PLEASE KINDLY FORWARD A COPY OF YOUR RESPONSES TO TO OUR ACCOUNTS TEAM AT r3.crco@euro-control.net FOR PROMPT ACTIONS. 
 

thanks for your cooperation and understanding. 
 

we await your prompt response. 
 

my best regards 

 

Veronique Martou 

Finance and Revenue Manager 

Collection of Charges 

CRCO/R4 EUROCONTROL 

96 Rue de la Fusee 1130 

Brussels  .  

Email:r3.crco@euro-control.net 
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Cyber-crime: Fraudulent e-mails impersonating EUROCONTROL 

Domain name Domain closure: status Attempts count 

eurcontrolint.net Suspended 50 

eurocontroladmin.net Suspended 29 

euro-control-int.org Suspended 13 

euro-control.net Suspended 8 

eurocontolint.net Suspended 5 

euro-control.org Suspended 3 

euro-controlinc.com Suspended 2 

eurocontrotint.net Suspended 2 

eurocontroint.net Suspended 1 

eurocontrolints.net Suspended 1 
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Hacktivism … more and more especially environmentalists 
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DISRUPT/DISTURB SERVICE 
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Can we control those attacks ???  

 

 

  No they will occur… only option: become resilient ! 
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Challenges towards cyber-resilience 

Change of 

culture/ 

mindset 

New 

regulatory 

framework 

GDPR  

NIS Directive 

EC373/2017 

 

Need for: 

AMC 

Guidance 

Standards 

Training 

 

 

Safety 

Security 

National 

approach 

Not “if” 

But “when” 

Procedure Equipment 

People 

Safety: 

- Never change  

a running system 

- Open access 

- Stop failure asap 

Versus  

Security: 

- Patch 

- Locked access 

- Encryption 

- Observe attack 

 

Cyber-attacks  

are not National 

only 

Aviation  network  

 

Need for 

coordination: 

Pan-European 

Sectorial 

Civil/MIL 

Risk-based 

approach 

Likelihood subject 

to external events 

 

=> Cyber-

resilience 

 

ISMS 

 

 € 
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Initial set of EATM-CERT services to ANSPs 

1. Quarterly cyber threat landscape report for senior management 

 

2. Bank transfer fraud 

 

3. Penetration test of ANSPs environment 

 

4. Credentials leaks detection 

 

5. Information leaks detection 

 

6. CTI and feeds for aviation 
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Credentials leaks service 
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Sensitive document leaks 
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Cyber Threat Intelligence and feeds 
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We are as strong as the weakest link 

 

  … so let’s work together 
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THANK YOU  
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eatm-cert@eurocontrol.int 

patrick.mana@eurocontrol.int  

+32.2.729.46.55 
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