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#CYBERUK19

Key Messages

• Good progress but investments being 
wasted:

• Consultants expensive and 
ineffective, many projects fail.

• Low Cost solutions:
• METRIC driven Cyber Security 

(NIS: CAF, ECTRL/CANSO);
• Integrated Approach to Safety & 

Cyber Security Risks.



3

European ATM would 
collapse without Huawei
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ADS-B and Software Defined 
Radios
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• Huge progress in some states.

• Significant investment wasted:
• External consultants ineffective.

• Main focus should be on:
• Internal governance and supply chain management;
• And above all METRICS.
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Country Fines Country Fines
Austria €50,000 - €100,000 Italy €150,000
Belgium - Latvia €10,000
Bulgaria Unspecified Lithuania TBC
Croatia - Luxembourg -
Cyprus €8,000-€10,000+ 6 months Malta -

Czech Republic €200,000 Netherlands €5,000,000 (breach) + €1,000,000 (non-cooperation)

Denmark 12 different sectoral bills - tbc Poland €35,000-
€230,000

Estonia €20,000 Portugal €5,000-€25,000 (person), €10,000-€50-000 (legal entity) for serious 
offences, reduced by half if negligent

Finland Unspecified Romania €670-€11,000 (repeated up to €22,000), up to 5% of turnover.

France €75,000 or
€100,000 or
€150,000 tiers

Slovakia €300 or 1% of annual turnover, with maximum of €300 000.

Germany €50,000 for negligence Slovenia €10 000 -€50 000 EURO (large companies) €500-€10 000 (Small)

Greece - Spain TBC
Hungary €165 –

€16,500 repeated every 2 months
Sweden €500-€100,000

Ireland TBC UK €17,000,000
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European NIS Coordination 
Group

• CG 01/2018 - Reference on security measures for OES

• CG 02/2018 - Reference on incident notification for OES

• CG 03/2018 - Compendium on cyber security of election technology

• CG 04/2018 - Cybersecurity incident taxonomy

• CG 05/2018 - Guide on notification of OES incidents (formats & procedures)

• CG 06/2018 - Guide on notification of DSP incidents (formats & procedures)

• CG 07/2018 - Reference on identification of OES (cross-border impact)

• CG 01/2019 - Voluntary information exchange cross-border dependencies
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NCSC Cyber Assessment 
Framework (CAF)

• Each principle -> specific outcomes. 

• With indicators of good practice. 

• Auditor use IGPs to assess if 
organisation applied principle.





Supplier Supplier Supplier Supplier Supplier
1 2 3 4 5

Leadership and governance 3 3 3 2 1 1

Cyber Security Management System (CyberSecMS) 2 3 2 2 2 1

Asset Management 4 4 3 2 2 1

Risk Assessment 1 3 3 1 2 1

Information sharing 2 3 2 1 1 0

Supply Chain Risk Management 2 3 3 2 1 0

Identity Management and Access Control 3 4 2 2 3 2

Human-centred security 1 3 3 2 2 0

Protective Technology 3 4 2 3 1 1

DETECT Anomalies and Events 3 2 2 2 2 0

Response Planning 2 3 3 3 0 0

Mitigation 3 3 2 2 0 1

RECOVER Recovery Planning 3 3 3 1 2 1

RESPOND

Function Category ANSP

LEAD AND 
GOVERN

IDENTIFY

PROTECT
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Need for Metrics: NAO March 2019



#CYBERUK19

Key Messages

Low Cost solutions:

METRIC driven Cyber 
Security;

Integrated Approach 
to Safety & Cyber 

Security Risks.

Progress but significant investment 
being wasted:

Ineffectiveness consultants, many projects fail.
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We need tools 
and techniques 
to:

Systems Approaches address 
these challenges.  

• Manage complexity and scale.
• Understand humans, digital and 

physical systems.
• Bring safety and cyber security 

thinking together.
• Maximise expertise from both 

domains.
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1. Identify 
Subset of 
Threats
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2. Check for 
Completeness

1. Weakest point 2. Loss of 
operational data

3. Hidden code 4.  Collateral 
damage

5. SCADA and ICS

Insiders (X) X (X)

Supply Chain X (X)

Hacktivists X X

Nation State (X) X

Criminals (X) X
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3. Socio 
Technical 
Modelling

 

Thames 
Train Turbo 

(Turbo) 
[1.3,1.4,1.9] 

Thames 
Trains 
[1.1,1.7] 

First Great Western 
(FGW) [1.1] 

M. Hodder 
(Turbo driver) 

[1.3,1.7] 

SN109 
[1.3,1.7,1.8,1.9,1.10] 

SN87 
 [1.3,1.8] 

FGW High 
Speed Train 

(HST) 
[1.3,1.4] 

Integrated 
Electronic Control 

Center (IECC)  

Signaller 
[1.3,1.9] 

SN120 
[1.3] 

Turbo’s  
Brakes 
[1.3] 

HST’s  
Brakes 
[1.3] 

Turbo Cab Secure 
Radio [1.9] 

Turbo’s  
Throttle 

Turbo’s  
Throttle 

HST 
Driver 

Signal sighting 
committees 

[1.10] 

Railtrack 
management 

[1.9,1.10] 
Railway 
Group 

Standards 
[1.10,1.18] Heathrow 

Express [1.11] 
Royal Oak Inquiry 

(10/11/95) [1.12,1.15] 

SN109 SPAD 
Inquiry 

(4/2/98) 
[1.12] 

Railtrack  

Great Western Zone 
management [1.12] 

Driver 
standards 

manager [1.15] 

T. Worrall 
(director) 

[1.15] 

W.S. Atkins [1.14] 

HMRI 
[1.16,1.17] 

HSE 

Signal sighters 
[1.18] 

Signaller 
instructions 

[1.20] 

Signal 
simulators 

[1.20] 

SN63 
[1.11] 

SN43 
[1.11] 

Safety 
auditors 

[1.15] 
Driver 

simulators [1.15] 

Overhead line 
equipment [1.18] 

Signaller 
displays 

[1.3] 

ATP Pilot 
Scheme 
[1.14] 

Southall 
Inquiry [1.16] 
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4. Rank Threat 
Scenarios to 
Assess Risk
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5. Identify and 
Prioritise 
Control

Cyber Threat Scenarios

4 Collateral
damage

1. Weakest point 3. Hidden 
code

2. Loss of 
operational data

5. SCADA and 
ICS

Two Factor 
Authentication

Required N/A N/A N/A Recommd

De-militarized 
Zones

Optional Required Required N/A
N/A

Recommd

Counter 3 N/A Recommd N/A Required N/A

Counter 4 N/A Required N/A N/A N/A

Counter 5 Recommd N/A Recommd Required N/A
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5. Identify and 
Prioritize 
Controls

• If you had £10,000 what two things 
would you do?

• If you had £100,000 what two things 
would you do?

• If you had £1 million what two 
things would you do?
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Key 
Achievements

• Input from industry, military, 
academia and government.

• Socio-Technical Foundations.

• Pragmatic, scalable and relevant.
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Any 
Questions?


