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GUIDANCE MATERIAL

SSA Evaluation Activities

Introduction

This chapter gives practical guidance on verifying and validating a System Safety
Assessment (SSA).

The guidance is meant to be used with the SAM and aims to avoid duplication. For the
most part, the guidance gives references to specific parts of the SAM but there are
occasional quotes to reduce the reader’s time spent searching for information.

Objectives of the SSA

SSA is a process initiated at the beginning of the implementation of an Air Navigation
System (ANS). The objective of performing a SSA is to demonstrate that the system,
as implemented, achieves an acceptable (or at least a tolerable) risk and consequently
satisfies its Safety Objectives specified in the Functional Hazard Assessment (FHA)
and the system elements meet their Safety Requirements specified in the Preliminary
System Safety Assessment (PSSA).

The SSA process collects evidences and provides assurance fromimplementation
to decommissioning that the system achieves an acceptable (or at least a tolerable)
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5.1

risk and consequently satisfies its Safety Objectives and that the system elements
meet their Safety Requirements.

How to Apply the Evaluation Process

Verification and validation processes are satisfied through a combination of reviews
and analysis of the SSA output. One distinction between reviews and analysis is that
analysis provides repeatable evidence of correctness and reviews provide a qualitative
assessment of correctness. A review may consist of an inspection of an output of a
SAM process guided by a checklist or similar aid. An analysis may examine in detail
the performance, results and traceability of the SAM process.

The person (or persons) carrying out verification and validation will report to the project
manager. Their role will be to give the project manager an objective evaluation of the
outputs of the SSA and the process followed.

The accomplishment of objective evaluation is more likely to be ensured when the
verification and validation processes are carried out by a person (or persons) other
than those who performed the SSA process. However, such independence should
only be necessary for the most critical systems — as determined during the FHA. The
involvement of people with different skills (ATCO’s, Pilots & Engineers) in a SAM
process (e.g. testing a system) will by itself ensure a degree of objectivity. Verification
and validation may be carried out by the same person, something which the project
manager will decide in accordance with the Safety Management System implemented
within the organisation.

The verification and validation processes are split into five separate processes to
match the life-cycle phases as there will be a significant time span between some of
these phases, and different personnel will be involved. The processes are outlined in
the following paragraphs covering:

= System Implementation and Integration;
= Transfer to Operations;

= Operations and Maintenance;

= System Change;

= Decommissioning.

Note that the verification and validation activities have to take place in phase with the
development of the SSA

Scope of these Guidelines

The activities described are limited to the verification and validation of SSA outputs.

SSA Verification
Objective

The verification task reviews and analyses the results of the SSA ensuring that the
information and output required from the SSA is available (e.g. “getting the output
right”). The main focus of the task is the documented results of the Safety Assurance
and Evidence Collection (SAEC) carried out during the SSA. The SAEC activity itself
involves a considerable amount of verification at each stage.
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5.2 System implementation and integration verification process

The purpose of verification for this phase is to provide assurance thatthe system, as
implemented, is able to achieve an acceptable level of risk, that is to meet its Safety
Objectives and that the system elements (human, procedure andequipment) meet
their Safety Requirements (including assurance levels).

The verification goals are summarised in the following figure. The numbers refer to
the location of guidance (in this document) on each goal in the tables which follow.

Verification Goal: S5A 5.2
Azsurance & evidence i available that the
Safety Requirement= are met, Safety Ohjectives
are satisfied, and the risk

is acceptahle
N i Comtext :
Verification Strateqy: Imple merted
Argument by satisfaction of the And Integrated
fallewing sub goals System

5-2-2 5.2.3
e  maEthatthe Rt 2 5.25
SRS S implemented system | |cafen, Objectives o = AEE that the
=atizfiad Sahsfles_ the Safety T selist] Fisk 12 followwing traceahbility
Requirements acceptable Sub-goals are
satisfied

Safety

ALF that ARE that S5
AEE Procedures Safety R T QerBSCEE%S
o =afety Requirements Requirements interactions with and "
Roements Anctthe PAL for Equipment interaction between
e pmplts are satified and the associsted {176 =i e fissumptions
Gatistied a= planned as planed HAAL o e e ToShEC

& ShAL
are satizfied

zatisfied

Figure5.2  Verification goals

The reviewer will need the correct version of the following information for conducting
the verification:

«A description of the high level functions of the system, with their associated Safety
Objectives and a list of hazards and assumptions. All these come out of the
FHA. [Ref SSA Chapter 2]

«A description of the system architecture with the Safety Requirements allocated to
system elements. All these come out of the PSSA. [Ref SSA Chapter 2]

«The results of the SAEC activity.
«SSA Chapter 3 Guidance Material A.

The reviewer should verify that the Assurance and Evidence for following verification
items is clearly identified in the SSA results: [Ref SSA Chapter 3 §3.1]. Arequirement
is deemed to be ‘satisfied’ when there is evidence available to showthat it has been
met by the new system or the change to the existing system.
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Goal Verification ltem Available | Referencein SSA
(yes/no) (document, page)

SSA Assumptions are satisfied

5.2.1 Is evidence available to show that assumptions
are satisfied?

SSA Safety Requirements for people are satisfied
5.2.2.1| asplanned.

Is evidence available to show that Safety
Requirements (including HAL) allocated to
Human are satisfied?

SSA Safety Requirements for procedures are
5.2.2.2 | satisfied, and the associated PAL is satisfied
asplanned.

e.g. Is evidence available to show that the Safety

Requirements allocated to procedures (including
PAL) are satisfied?

SSA Safety Requirements for equipment are
5.2.2.3 | satisfied and the associated HWAL and SWAL
are satisfied as planned.

e.g. Is evidence available to show that the Safety
Requirements allocated to hardware and software
(including HWAL and SWAL) are satisfied?

SSA The interactions within the system and
5.2.2.4 | interaction between the system and its
environment are satisfied.

e.g. Is evidence available to show that changes to
airspace design have been evaluated against the
adjacent areas/sectors of operations?

e.g. Is evidence to show that Safety
Requirements about interactions with adjacent
centres are satisfied?

SSA Safety Objectives are satisfied as planned.

5.2.3 e.g. Is evidence available to show that the
predicted/measured frequency of occurrence of
hazards resulting from system failures meet the
Safety Objectives?

SSA The risk isacceptable.

5.2.4 e.g. Is evidence available to show that the risks
have actually been assessed and a statement of
acceptance (or otherwise) by the ANSP included?

Table 5.2A Systemimplementation & integration
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Traceability:
The reviewer should verify that the following information is clearly traceable in the
SSA:

Goal Verification Item Available [ Reference in SSA

(yes/no) | (document, page)

SSA Safety Requirementsto SAEC

5.2.5.1 e.g. Can the specific assurance activities and
associated evidence indicating that the Safety
Requirements are met, be clearly identified?

SSA Safety Objectivesto SAEC

5.2.5.2| e.g. Can the specific assurance activities and
associated ewvidence indicating that the Safety
Objectives are met, be clearly identified?

SSA Assumptions to SAEC

5.2.5.3 e.g. Can the specific assurance activities and
associated ewvidence indicating that the
assumptions are met, be clearly identified?

Table 5.2B System implementation & integration

5.3 Transfer to operations verification process

The purpose of verification for this phase is to provide assurance that the system
continues to meet its Safety Objectives and Safety Requirements in operation.

Verification activities started during the implementation and integration will continue.
This is to obtain assurance that the system and its elements meet the associated
Safety Objectives and Safety Requirements — assurance that cannot be fully
obtained during implementation and integration. Note that some essential evidence
can be provided during the actual transfer into operation phase (for some Safety
Requirements, satisfaction can not be demonstrated in a simulated environment).
[Refer SSA Chapter 3, §83.3].

The reviewer should verify that the following information is clearly identified in the SSA
results: [Ref SSA Chapter 3 § 3.2]. The following table refersto verification activities of
the safety assessment of the transfer into operations phase itself.

Goal Verification ltem Available | Reference in SSA
(yes/no) (document, page)

SSA Assurance & Evidence available showing that
5.3.1 | transfer phase Safety Requirements for the
installation of different equipment or change
of procedure are met.

SSA Assurance & Evidence available showing that
5.3.2 risks induced by transfer phase on on-going
ANS operations are acceptable.

e.g. Has the operating authority been appraised
of the risks and indicated acceptance?
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Goal Verification Item Available | Reference in SSA
(yes/no) | (document, page)

SSA Definition of safety performance indicators.
5.3.3 e.g. Has the operating authority been informed
which system parameters need to be monitored
for safety?

SSA Monitoring of performance of the transfer into
5.34 operation phase.

e.g. Have arrangements been made to ensure
that the performance of the system is verified in
the operational environment?

SSA Constraints when interfacing other systems
5.3.5 identified and documented.

e.g. Have arrangements been made to recover to
the existing system should a problem occur with
the new system during transfer to operations?

Table 5.3A Transferto operations

The following table refers to additional (complementary) verification of Table 5.2A to
be gathered during the transfer into operations phase.

Goal Verification ltem Available | Reference in SSA
(yes/no) (document, page)

SSA Limitations proposed if new safety related
5.3.6 problems are highlighted.

e.g. The operating range of a suneillance system
may hawve to be curtailed if positional accuracy is
affected by reflections.

SSA Monitoring of performance of the transfer into
5.3.7 operation phase.

SSA Safety Objectives are satisfied as planned.
5.3.8 | Additional to 5.2.3

SSA Safety Requirements for people are satisfied
5.3.9 asplanned.

Additional to 5.2.2.1.

SSA Safety Requirements for procedures are
5.3.10 | satisfied, and PAL satisfied as planned

Additional t0 5.2.2.2.

SSA Safety Requirements for equipment are
5.3.11 | satisfied, and HWAL & SWAL satisfied as
planned.

Additional t0 5.2.2.3.

SSA Assumptions satisfied.
5.3.12 | Additional to 5.2.1.

SSA The risk isacceptable.
5.3.13 | Additional to 5.2.4.

Table 5.3B Transferto Operations
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54 Operation and maintenance verification process
The reviewer will need the correct version of the following information for conducting
the verification:
= SSA - results of safety assessment of operations and maintenance.
= SSA - Chapter 3 SAEC.
The reviewer should verify that Assurance & Evidence for the following verification
items is clearly identified in the SSA results: [Ref SSA Chapter 3, § 3.3.]
Goal Verification Item Available [ Reference in SSA
(yes/no) | (document, page)
SSA Continuous safety monitoring is performed to
5.4.1 ensure that Safety Requirements are met,
Safety Objectives are satisfied and
assumptionsare correct while the system isin
operation.
SSA Continuous safety occurrence reporting and
5.4.2 assessmentis performed.
SSA The risk is continuously monitored for
5.4.3 acceptability.
SSA Use is made of "lessons learned", to
5.4.4 complement formal safety occurrence
reporting & assessment.
SSA Safety surveys are conducted.
5.4.5
SSA Safety assessment of  maintenance
5.4.6 intervention is performed.
Table 5.4 Operation and Maintenance
5.5 System change verification process
Any change shall be assessed decide whether it deserves or not a safety assessment
or only to revisit the existing safety assessment (See Part IV Guidance Material H)
As long as the to the system and its elements (people, procedures, equipment)
change deserves a safety assessment, it leads to the re-iteration of the overall safety
assessment process, through the FHA, PSSA and SSA (thus no specific guidance is
dedicated to this itemin the SSA verification).
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5.6 Decommissioning verification process

The purpose of verification for this phase is to provide assurance that the risks
associated with decommissioning the system are acceptable.

The reviewer will need the correct version of the following information for conducting
the verification:

e SSA - results of safety assessment of the decommissioning process;
e SSA - Chapter 3 SAEC.

The reviewer should verify that Assurance & Evidence for the following verification
items is clearly identified in the SSA results: [Ref SSA Chapter 3, § 3.5.]

Goal Verification Item Available | Reference in SSA
(yes/no) | (document, page)

SSA The safety impact on global ANS operations
5.6.1 due to withdrawing the system from
operations has been assessed.

SSA The safety assessment of the
5.6.2 decommissioning process itself has been
performed to ensure that thatrisks induced
on on-going ANS operations by the
decommissioning operations are acceptable.

Table 5.6 Decommissioning
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6 SSA Validation
6.1 Objective

The validation task aims at reviewing and analysing the results of the SSA to confirm
that the outputs of the SSA process are correct and complete (“getting the right
output”), i.e. that:

= The safety Assurance & Evidence are (and remain) correct and complete;
= All safety-related assumptions are (and remain) correct and complete.
[Ref SSA Chapter 4 - SSA Evaluation]

Note: One major aspect of Validation consists in ensuring the credibility and sensitivity
of Assurance & Evidence aiming at demonstrating a certain type of satisfaction.

Note: It is assumed that Safety Objectives completeness and correctness at the
system definition phase is ensured in the FHA (Chapter 4).

Note: It is assumed that Safety Requirements completeness and correctness at the
system design phase is ensured in the PSSA (Chapter 4)

6.2 System implementation & integration validation process

The purpose of validation for this phase is to provide assurance that the risk of
operating the new system or the change to the existing systemis acceptable.

The reviewer will need the correct version of the following information for conducting
SSA validation:

A description of the high level functions of the system, with their associated Safety
Objectives and a list of hazards and assumptions. All these come out of the
FHA.

A description of the system architecture with the Safety Requirements allocated to
system elements. All these come out of the PSSA.

=Results of SSA verification.

=Results of Safety Assurance & Evidence Collection (SAEC).

«SSA Plan.

«SSA Generic Activities - Chapter 3 Guidance Material A.

«SSA Activities Along the Life-Cycle —Chapter 3 Guidance Material B.

The validation goals are summarised in Figure 6.2.
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6.2.1

Validation Goal: 554 6.2
Azzirance & evidence i available that demonstrates
the Safety Requirements are met, Safety Ohjectives
are satisfied, and the risk is scceptable.

v

Validation Strateqgy:
Argument by satizfaction of the

Context:
Implemented
and integrated

followving sub goals. ayatem
ASE demonstrates / h \
that new hazards 6.2.3
and mitigation means 6.2.2 o 6.2.4
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i atisfied Requirements are bl
and design are s e e ?epta E\A
AEE
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probabilties that comrect that SR g assumptions are
correct choice of SRz assumptions documented,
made in PSSA vl acceptable complete
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Quartitative & 3

squlgj:se Hazard ABE demonshrates
. S that the implemented
Azzumptions satisfied effects
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Safety Reguirements

remain
walid

remain valicd

AEE

ASE
demonstrates ASE
that Safety V&Y of =P BAE tret the SHAL alcated Gl
Requirements for for pecple demorstrates to Eoftaere that the HvAL allocated
the human element & procedures that Safety i appropriate to harchare
iz satizfied has taken Requirements is appropriste
place AEE for harchaere
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& procedres that Safety are satisfied AEE CEETEEes

neluded in Requirements CEMEmSIEES that the HAL allocated

training etc for mairtenance are that the PAL allocated

to the human element
iz appropriste

to ATM procedures
i appropriate

satisfied

Figure 6.2: System implementation validation goals

New hazards and mitigation means.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal Validation ltem: Validation Result

SSA If any new hazards and mitigation means were identified | Satisfactory [ ]
6.2.1.1 | during SSA then: Requires ]

(1) the necessary revision of the FHA and/or PSSA took | action
place orisplanned; and

(2) the necessary reiteration of the design took place or is
planned.

The primary concern is that all the potential hazards arising
from the system implementation and integration are identified
and that appropriate mitigation is applied.

One specific source of new hazards can be the unintended
implemented functions (functions being implemented but not
required due to e.g. reuse of or configurable elements,. [Refer

to SAM Part IV GM E “Recommendations for ANS SW”
Objective 3.0.4]

Comment/ action:
Referencein SSA

Table 6.2A System implementation
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6.2.2

Safety Objectives are satisfied as planned.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal

Validation Item:

Validation Result

SSA
6.2.2.1

Assurance and Evidence are correct and complete to
show that the quantitative frequencies and probabilities
are still correct.

[Refer to SSA Chapter 3 Guidance Material B § 2.1]

Reviewing analysis of the system low level design may reveal
that the frequency of hazards occurring is higher than
originally predicted.

Satisfactory
Requires
Action

[
[

Comment/ action:
Reference in SSA

6.2.2.2

The assumptions on which the Safety Objectives were
founded remain valid, and if not that the necessary
redefinition of the system took place, or is planned.

[Refer to SSA Chapter 3 Guidance Material B § 2.1].

Only documented assumptions are relevant — there should be
no implicit assumptions.

Satisfactory
Requires
Action:

10

Comment/ action:
Referencein SSA

SSA
6.2.2.3

Assurance and Evidence are correct and complete* to
show that the quantitative and qualitative Safety
Objectives can be satisfied asrequired.

[Refer to SSA Chapter 3 Guidance Material B § 2.1.1]

*. At this phase of the lifecycle, it can be difficult to confirm that
Safety Objectives are satisfied as they relate to a particular
operational environment and limited evidence/feedback may
be awvailable/collected about that operational environment.
Some confidence can be gained in this regard by establishing
that the assumptions made at the outset remain valid as
planned.

Satisfactory
Requires
Action:

10

Comment/ action:
Referencein SSA

SSA
6.2.2.2

Assurance and Evidence are correct and complete to
show that the specified probability that the hazard
generates an effect (Pe) is satisfied.

Requirements set on the external mitigation means that
contributed to set such Pe are satisfied. Depending on the
approach chosen to set Safety Objectives either only the Pe of
the Worst Credible effect has to be validated or the Pe of
effect [See FHA Chapter Guidance Material G]

Satisfactory
Requires
Action:

10

Comment/ action:
Referencein SSA

Table 6.2B System implementation
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6.2.3

Safety Requirements are satisfied as planned.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal

Validation Item:

Validation Result

SSA
6.2.3.1

Assurance and Evidence are correct and complete to
show that the correct choice of Safety Requirements was
made during the PSSA including the correctness of the
frequencies and the probabilities.

New Safety Requirements may be generated as a result of

the better understanding of the system gained during the
design phase.

Sﬂisfactory
Ijicﬂuires

Action

Comment/ action:
Referencein SSA

SSA
6.2.3.2

The assumptions on which the Safety Requirements
were founded remain valid, and if not that the necessary
redesign of the system took place, or is planned.

Sﬂisfactory

Requires
L]

Action

Comment/ action:
Referencein SSA

SSA
6.2.3.3

People: Assurance and Evidence are correct and
complete to show that any Safety Requirements for the
human element are satisfied as required.

[Refer to SSA Chapter 3 Guidance Material B § 2.1.2]
Review of credibility and sensitivity of Assurance & Evidence
showing that Human Safety Requirements are satisfied such
as specific training, licensing, staff selection & management,
and manuals. (including HAL* (Human Assurance Level)
satisfaction means)

Sﬁisfactory
Fiifﬂuires

Action

Comment/ action:
Referencein SSA

SSA
6.2.3.4

ATM Procedures: Assurance and Evidence are correct
and complete to show that any the Safety Requirements
for the people & procedures (including PAL) element are
satisfied asrequired.

[Refer to SAM Part IV Annex G (SAAP) and SSA Chapter 3
Guidance Material B § 2.1.2]

Review of credibility and sensitivity of Assurance & Evidence
showing that ATM procedure Safety Requirements are
satisfied such as procedure tasks analysis, deviation
analysis, contingency plan, ...

Review of credibility and sensitivity of Assurance & Evidence
showing that ATM procedure PAL (Procedure Assurance
Lewel) is satisfied

Sﬁisfactory

Requires
L]

Action

1HAL (Human Assurance Lewel): At the time V2.1 of V&V Guidance Material was written, HAL definition
was under dewvelopment. Therefore, reference to SAM Guidance Material addressing HAL is not yet

available.
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Goal Validation Item: Validation Result
Comment/ action:
Referencein SSA
SSA Maintenance Procedures: Assurance and Evidence are Sﬂisfactory
6.2.3.5 | correct and complete to show that any Safety
Requirements relating to maintenance procedures are Fﬁu"es
satisfied asrequired.
Action
[Refer to SSA Chapter 3— GM C & SSA Chapter 3 Guidance
Material B § 2.1.3]
Review of credibility and sensitivity of Assurance & Evidence
showing that each maintenance procedure satisfies its safety
requirements (for example as defined in the Maintenance
Manual and Training Programme).
Comment/ action:
Referencein SSA
SSA Equipment: Assurance and Evidence are correct and Sﬂisfactory
6.2.3.6 | complete to show that any Safety Requirementsrelating
to hardware (including HWAL) and software (including | Requires
SWAL) are satisfied asrequired.
Action
[Refer to SAM- Part IV Annex F & SSA Chapter 3 Guidance
Material B § 2.1.4]
Review of credibility and sensitivity of Assurance & Evidence
showing that:
The hardware satisfies its HWAL (Hardware Assurance
Lewel);
The software satisfies its SWAL (Software Assurance Lewel).
Comment/ action:
Referencein SSA
SSA Assurance and Evidence are correct and complete to Slajisfactory
6.2.3.7 | show that the PAL allocated to any ATM procedure is
appropriate. Requires
L]
[Refer to SAM Part IV Annex G (SAAP) and PSSA Chapter 3 | Action
Guidance Material A]
Review of the credibility and sensitivity of Assurance &
Evidence sustaining the PAL allocation.
Comment/ action:
Referencein SSA
SSA Assurance and Evidence are correct and complete to Sﬂisfactory
6.2.3.8 | show thatthe SWAL allocated to any softwareis

appropriate.

[Refer to SAM Part IV Annex F (Recommendations for ANS
SW) and PSSA Chapter 3 Guidance Material A]

Review of the credibility and sensitivity of Assurance &
Evidence sustaining the SWAL allocation.

Requires

Action

Comment/ action:
Referencein SSA
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Goal Validation Item: Validation Result
SSA Assurance and Evidence are correct and complete to Sﬂisfactory
6.2.3.9 | show thatthe HWAL allocated to any hardware is
appropriate. Requires
L]
Review of the credibility and sensitivity of Assurance & Action
Evidence sustaining the HWAL allocation, if any.

Comment/ action:
Referencein SSA

SSA Assurance and Evidence are correct and complete to Sﬂisfactory
6.2.3.10 | show that the HAL allocated to any human elementis
appropriate. Iﬁix[]uires

[Refer to TBD]? At the time this V&V Guidance Material was | Action
written HAL was under development.

Review of the credibility and sensitivity of Assurance &
Evidence sustaining the HAL allocation.

Comment/ action:
Referencein SSA

Table 6.2C System implementation

6.2.4 The risk is acceptable.

The reviewer shall confirm that the assurance available demonstrates the following:
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Goal Validation ltem: Validation Result

SSA Assurance and Evidence are correct and complete to | Satisfactory [ ]

6.2.4.1 | show thatthe risk isacceptable. Requires []
Action

Review of the credibility and sensitivity of Assurance &
Evidence showing that risk is acceptable.

The demonstration may have to rely on system knowledge
and data available at that stage of the lifecycle [Refer to SSA
Chapter 3 Guidance Material A § 2.3.1]

Note: Demonstration that risk is acceptable can not always be
fully made during this phase (sensitivity analysis to certain
remaining SRs or SOs not yet fully satisfied can be made).

Comment/ action:
Referencein SSA

SSA | Any critical assumptions about the system, its Satisfactory
6.2.4.2 | operational environment and its regulatory framework are | Requires
justified, documented, complete and correct.

10

Action;

For example, if the system design required that data lines
should have dual independent routing and the lines were
supplied by a third party it would be insufficient just to assume
that they complied with the requirement.

Comment/ action:
Referencein SSA

Table 6.2D System implementation

6.3 Transferto operations validation process

The purpose of validation for this phase is to provide assurance that the transferinto
operation risk is acceptable.

The reviewer will need the correct version of the following information for conducting
the validation:

= SSA - verification results.
= SSA - Guidance Material along the life cycle.
= SSA - results of safety assessment of the transfer into operations.

The validation goals are summarised in Figure 6.3:
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AZE

6.3.1

6.3.1
Safety assezsment of
tran=fer to operations

demonstrates
that transfer safety
requiremenits
are met

AEE

Transfer are
met

demonstrates
thiat the rizks safety performance ; i
P in operational systems are
Induced by the indicatars have Bn\-’Fiernment. Rl e
documented

Figure 6.3

AZE
demonstrates

heen defined

Validation Goal: SSA 6.3
Assurance & evidence iz availshle thst demonstrates
that the transfer to operations risk is acceptable.

Validation Strategy: g u;g:f;
Argument by satisfaction of . tr:nsfa' to
The following Sub Gosls. ol ;i
operations
¥
6.3.2
S 6.3.3
gyiqg:nmtar’fa'ﬁ';ft;?‘e:’h; Validstion that the
operstions meets the SYST;"'_' trans‘fe;trectir:fn
SRs, S0= and e e e
. uzers safety
assumptions expectations

ASE
demonstrates
monitaring of

perfarmance of
transfer into
qperatio

AZE
demonstrates
that limitations sre
proposed if new
proklems are

ARE

demonstrates

that constraintswhen
interfacing other

ARE
demonstrates
that SRs, 50s and
aszumptions are met

System transfer to operations validation goals

Safety assessment of transfer into operations.

The reviewer shall confirm that the assurance available demonstrates the following:
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Goal

Validation Item:

Validation Result

SSA
6.3.1.1

Assurance and Evidence are correct and complete to
show that the transfer phase’ Safety Requirements for the
installation of different equipment or change of procedure
are satisfied asrequired.

[Refer to Guidance Material B § 2.2.2]
Review of the credibility and sensitivity of Assurance &
Evidence showing that these Safety Requirements are met.

It needs to be planned and managed by the ANSP, and there
should be evidence to that affect.

Satisfactory
Requires
Action

[]
[

Comment/ action:
Reference in SSA

SSA
6.3.1.2

Assurance and Evidence are correct and complete to
show that the risksinduced by transfer phase on on-
going ANS operations are acceptable.

Review of the credibility and sensitivity of Assurance &
Evidence showing that transfer into operation phase risk is
acceptable.

The ANSP should be fully aware of what the risks are. It

needs to be planned and managed, and there should be
evidence to that affect.

Satisfactory
Requires

Action

10

Comment/ action:
Reference in SSA

SSA
6.3.1.3

Safety performance indicators are credible, correct and
have the appropriate coverage (representative system,
traffic load and duration).

Safety performance indicators should be linked to Safety
Objectives; safety is only meaningful in an operational context.

Safety performance indicators should be usable in ongoing
risk assessment.

Satisfactory
Requires
Action

10

Comment/ action:
Reference in SSA

SSA
6.3.1.4

Monitoring of performance of the transfer into operation
phase.
The ANSP should be fully aware of what the performance

requirements are. It needs to be planned and managed, and
there should be evidence to that affect.

Satisfactory
Requires
Action

10

Comment/ action:
Reference in SSA

Table 6.3A Transferto Operations phase itself
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6.3.2 Confirmation that the system, as transferred into operation, meets the Safety

Requirements, Safety Objectives and thatthe assumptions are correct.

The following table refers to additional (complementary) validation of Table 6.2B, C &

D to be gathered during the transfer into operations phase.

The reviewer shall confirm that the assurance available demonstrates the following:
Goal Validation ltem: Validation Result
SSA Assurance and Evidence are correct and complete to Satisfactory  []
6.3.2.1 | show that the Safety Requirements, Safety Objectives and | Requires ]

all assumptions are metin the actual operational Action
environment.
[Ref SSA Chapter 3 Guidance Material B § 2.2.2.]
This is an ongoing process, requiring review of the system
performance by the ANSP.
Comment/ action:
Referencein SSA
SSA Constraints when interfacing other systems are identified | Satisfactory — []
6.3.2.2 | and documented. Requires ]
For example, if the facilities that the system depends on Action
(Power Supply, Heating, Ventilation, etc) are managed by a
third party under contract to the ANSP, then the principles and
procedures by which the contractors operate the system need
to be agreed and documented in order to minimise the risk of
unscheduled impacts on the system.
Comment/ action:
Referencein SSA
Table 6.3B Transferto operations
6.3.3 Validation of the system as transferred into operations with respect to users'
safety expectations.

The reviewer shall confirm that the assurance available demonstrates the following:
Goal Validation Item: Validation Result
SSA Limitations are proposed if new safety related problems | Satisfactory  []
6.3.3.1 | are highlighted. Requires ]

Action
[Refer to SSA Chapter 3 Guidance Material B § 2.2.3.]
For example, the operating range of a surweillance system
may have to be curtailed if positional accuracy is affected by
reflections in one sector of operations.
Comment/ action:
Referencein SSA
Table 6.3C Transferto operations
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6.4 Operation & maintenance validation process

The purpose of validation for this phase is to provide assurance that the risk
continues to be acceptable in operation as indicated by system performance.

The reviewer will need the correct version of the following information for conducting
the validation:

e Theresults of the SAEC activity;
SSA Chapter 3 Guidance Material B - SSA activities along the life cycle.

The validation goals are summarised in Figure 6.4:

Validation Goal SSA 6.4
Azzirance & Evidence iz available that demonstrates
that the rizk continues to be acceptable in operations.

L
Validation Strateqy: Context:
Argument by satisfaction of - System in
operation

followving sub-goals.

-

6.4.1 6.2
AGE of continuous ASE demonstrates
that that safety

data collection and
monitaring of safety
perfarmance

assessment of

maintenance oF system
intervention is
petformed

AZE
To shawe that safety
SUrvey corrective
actions have
been implemented

ALE
demonstrates
that continuous safety
monitoring is performed
to ensure that SRE= are met,
50z are satisfied and

aszumptions are correct
while the system
iz in operation

AEE

demonstrates
that use i made o

"lezzons learned", to
complement formal
=afety occurrence

reporting
& assessment

ASE
demonstrates
that cortinuous safety
OCCLFENGE Feporing
and assessment
iz petfarmed

AEE
demonstrates
that that the risk
iz continuoushy
monitored far
acceptakility

AGE
To shawy that safety
surveys are conducted

Figure6.4  Operations and maintenance validation goals
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6.4.1

Continuous datacollection and monitoring of safety performance.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal

Validation Item:

Validation Result

SSA
6.4.1.1

Assurance and Evidence are correct and complete to
show that continuous safety monitoring isperformed to
ensure that Safety Requirements are met, Safety
Objectives are satisfied and assumptions are correct
while the system isin operation.

[Refer to SSA Chapter 3 Guidance Material B § 2.3]

Confirmed by establishing that formal monitoring
arrangements and procedures are in place, and system
performance records are maintained.

Satisfactory
Requires
Action

[
[

Comment/ action:
Reference in SSA

SSA
6.4.1.2

Assurance and Evidence are correct and complete to
show that continuous safety occurrence reporting and
assessmentis performed.

[Refer to SSA Chapter 3 Guidance Material B § 2.3]

Confirmed by establishing that incidents are recorded, formal
analysis of results takes place, and remedial action is carried
out.

Satisfactory

Requires
Action

Comment/ action:
Reference in SSA

SSA
6.4.1.3

Assurance and Evidence are correct and complete to
show that the risk is continuously monitored for
acceptability.

[Refer to SSA Chapter 3 Guidance Material B § 2.3]
Judged by formal arrangements and procedures in place, to
assess system performance against safety objectives.

Satisfactory
Requires
Action

N

Comment/ action:
Referencein SSA

SSA
6.4.1.4

Assurance and Evidence are correct and complete to
show that use ismade of "lessonslearned”, to
complement formal safety occurrence reporting &
assessment.

[Refer to SSA Chapter 3 Guidance Material B § 2.3]

Refers to lessons learned from ANSP’s own experience but
also from the wider ATM community. Evidence would include
publication/availability of local information sheets or digests of
occurrences.

Satisfactory
Requires
Action

N
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Comment/ action:
Reference in SSA

SSA Assurance and Evidence are correct and complete to Satisfactory
6.4.1.5 | show that safety surveysare conducted. Requires

10

Action
[Refer to SSA Chapter 3 Guidance Material B § 2.3]

Ideally, a schedule of surveys would be agreed and planned
annually taking account of available resources. The selected
items for survey need not be limited to those which may be a
cause for concern, as potential issues to be addressed
invariably result from suneys.

Comment/ action:
Reference in SSA

SSA | Assurance and Evidence are correct and complete to Satisfactory
6.4.1.6 | show that safety survey corrective actions follow-up Requires
(including their implementation and effectiveness)is
conducted.

10

Action

Comment/ action:
Reference in SSA

Table 6.4A Operation and maintenance

6.4.2 Safety assessment of maintenance and planned interventions.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal Validation ltem: Validation Result

SSA Assurance and Evidence are correct and complete to | Satisfactory ]
6.4.2 | show that safety assessment of maintenance and/or | Requires L]
planned intervention is performed:

[Refer to SSA Chapter 3 Guidance Material C]

This is a critical area, common for human error resulting in
system failures. The assessment should address the ongoing
adherence to procedures, the procedures themselves, and the
competency of the individuals involved.

Action

Comment/ action:
Referencein SSA

Table 6.4B Operation and maintenance

6.5 System change validation process

Any major change to the system and its elements (people, procedures, equipment)
leads to the re-iteration of the overall safety assessment process, through the FHA,
PSSA and SSA. Thus no specific guidance is dedicated to this item in the SSA
validation.
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6.6 Decommissioning validation process

The reviewer will need the correct version of the following information for conducting
the validation:

= The results of the SAEC activity;
= SSA Chapter 3 Guidance Material B - SSA Activities along the life cycle.

The reviewer shall confirm that the assurance available demonstrates the following:

Goal Validation Item: Validation Result

SSA Assurance and Evidence are correct and complete to | Satisfactory  []
6.6.1.1 | show that the safety assessment on global ANS | Requires ]
operations due to withdrawing the system from

operations has been performed. Action

[Refer to SSA Chapter 3 Guidance Material B § 2.5]

Hawe all the Safety Requirements met by the withdrawn

system been addressed by the new system, or shown to be

no longer valid?

Comment/ action:

Referencein SSA
SSA Assurance and Evidence are correct and complete to Satisfactory  []
6.6.1.2 | show that the safety assessment of the Requires ]

decommissioning processitself hasbeen performed to Action

ensure that the risk induced on on-going ANS
operations during the decommissioning operationsis
acceptable.

[Refer to SSA Chapter 3 Guidance Material B § 2.5]

What steps have been taken to ring fence the operational
system during the decommissioning? Responsibility for
protecting the operational system should not be delegated to
individuals outside the ANSP and a level of supenision

should be in place appropriate to the safety significance of
the system.

Comment/ action:
Reference in SSA

Table 6.6 Decommissioning

6.7 SSA Report

The purpose of the SSA Report is to support the decision making process by
providing assurance about the prospects of the system achieving an acceptable risk.

The SSA report should contain a summary of the findings, supported by marked up
V&YV tables and commentary.
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In addition the reviewer shall confirm the following:

Goal Validation ltem: Validation Result
SSA Assurance and Evidence are correct and complete to | Satisfactory [ ]
6.7.1 show that Personnel conducting the safety assurance Requires ]
are suitably qualified. Action
They should be familiar with and understand the SAM
recommendations.
Comment/ action:
Referencein SSA
SSA The reviewer shall comment on the quality of the | Satisfactory [ ]
6.7.2 process followed and whether the safety assurance Requires ]
activities appear to be both adequate and appropriate. Action

This is for the information of the Safety Manager so that
improvements can be made to the process as necessary.

To review Safety Evidence, the following criteria have been
appropriately covered (an acceptable rationale exists to
sustain the choices made to address those criteria):

o All Safety Requirements are continuously satisfied
with the appropriate level of demonstration;

e All Safety Objectives are continuously satisfied;
e Risk is continuously acceptable;

e Documentation and Evidence are up-to-date with
regards actual operations.

Comment/ action:
Reference in SSA

Table 6.7 SSA Report
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