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EXECUTIVE SUMMARY

This document represents a technical addition to the report ‘The Investigation of Human
Error in ATM Simulation’ (EATMP, 2002a), produced under Work Package 1 of Phase 2 of
the ‘Human Error in ATM’ Project (HERA 2), and dealing with human error observation in a
real-time simulated environment and analyses with the HERA Technique (see EATMP,
2002b).

It describes the methodology for capturing data in an ATC simulation situation and the
subsequent error recording and analyses.

There are three main phases to this observation methodology: firstly, the observation itself,
secondly, the debriefing of the expert observers and, finally, the interview with the observed
ATC personnel.

Typically, for each of the phases there are several sets of materials which need to
accompany the activities to allow the best possible data capture. These include a description
of the documents and information regarding the equipment used, as well as the tools and
methods to help support the data gathering itself.

Edition Number: 1.0 Released Issue Page 1
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INTRODUCTION

The general objective of the ‘Human Error in Air Traffic Management (HERA)’
Project is to investigate several specific areas associated with the prediction,
detection and management of human error in ATM, and to develop methods
for the implementation of the results of these concepts at various levels of the
air traffic safety management within Europe.

The objective of Phase 2 of the HERA Project (HERA 2) is to explore more
intensively the potential operational applications of this error analysis
technique, in relation to four specific safety-related areas. These are
represented in four Work Package (WP) deliverables as follows:

» the development of an approach using the HERA Technique to investigate
how human error can be detected and managed within a real-time
simulated ATC environment;

« the investigation of the potential of the HERA classification as a
prospective tool within ATM (error prediction);

* the development of an approach using the HERA classification technique
for safety management within ATM;

» the development of a training course on the HERA analysis technique for
incident investigators and safety managers within several ECAC States.

This document represents a technical addition to the WP 1 deliverable
(EATMP, 2002a) dealing with human error observation in a real-time
simulated environment and analysis with the HERA Technique (see EATMP,
2002b). It describes the methodology for capturing data in a simulation ATC
environment and the subsequent error recording and analysis.

Edition Number: 1.0
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GATHERING HUMAN ERROR DATA IN SIMULATION

Introduction

There are three main phases of data gathering within the methodology
explored in the HERA Project in a simulation environment. These are:

e Phase 1: The Observation of the Controllers,
* Phase 2: The Debriefing between the Observers,

e Phase 3: The Interview with the Observed Controllers.

Typically, for each of the phases there are several sets of materials which
need to accompany the activities to allow the best possible data capture.
These include preparation documents and information regarding equipment to
be used.

The observation materials developed are listed hereafter and correspond to
the three phases of the observation method:

e Phase 1: The observation of the Controllers

Preparation of the Observations
= Presentation of the goals of the observations to the ATCOs
= Preliminary list of observable operational ATC events
= Checklist for the materials and equipment for the observations

Direct Observations
= |nstructions for the observers
= Observation notebook

= Radar screen recording form

 Phase 2: The Debriefing between the Observers
=  Pre-interview notebook

= Principles and questions for the interview preparation

« Phase 3: The Interview with the Observed Controllers
= |nstructions for the interview
= |nterview notebook

= Sjtuation control and risk assessment forms

Edition Number: 1.0 Released Issue Page 5
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2.2

221

222

Phase 1: The Observation of the Controllers

Preparation of the Observations

Presentation of the goals of the observations to the ATCOs

It is important in any simulation environment that those involved all understand
the purpose of the simulation in progress. Normally, a simulation is used to
find out how controllers use new or adapted equipment and procedures in a
safe and efficient way. However, when human performance parameters are
being observed, it is essential that the controllers understand why and what is
being observed and noted. It is obvious that the controllers in the simulation
will be concerned with regard to what is being recorded, and perhaps more
importantly, what the data will be used for. In this regard, it is suggested that
all simulations which include the recording and data gathering of error and
erroneous behaviours should be preceded with a short presentation explaining
exactly what will happen. All controllers should be given the opportunity to
withdraw from any part of the data gathering and any recorded data (both
video and tape) should either be offered to the controller concerned or
destroyed.

Preliminary list of observable operational ATC events

Prior to any observation a list of observable operational ATC events can be
generated to help the observers with their task. The list is not error-centred but
takes into account the performance of the observed controller. Each
simulation will be different but the following list includes the generic tasks
undertaken by the Radar Controller (RC). Adaptations of this list could be
made for various other functional positions.

Radar Controller’s position

Flight plan data
= No reaction to unusual data on the strips (flight level, aircraft type)

= Inadequate or incorrect annotations on the strips, taking the flight plan
peculiarities into consideration

= No reaction to an abnormal planner annotation on the strip
= Incoherent strip position on the board

Aircraft under control
= No immediate response to a call from a pilot
= Communication to/from the pilot:

- no reaction to a pilot error (call and/or acknowledgement)
- error in the information delivered

= No annotation on the strip
= Incorrect annotation on the strip

Page 6
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Other controller attitudes / activities / behaviours
= On the pilot’s initiative (particular request):

- no immediate response
- inadequate or irrelevant controller response

= On the controller’s initiative:

- HMI: incorrect / no annotation

- pilot-controller communication:
- no reaction to a pilot error (call and/or acknowledgement)
- incorrect information delivered

- clearances:

- inadequate instruction regarding the surrounding parameters
(traffic, airspace organisation, ops room organisation, military
activity)

- inappropriate reaction (observer’s point of view)

- checking / scanning: no reaction to a pilot not following delivered
instructions
- Radar-Planner coordination: irrelevant reaction (misunderstanding)

Handling conflicting traffic

= No annotation on the strips

= Provisional annotation (Radar or Planner)
= Radar-Planner negative reaction

= Short-term Conflict Alert (STCA)

Transfer to next sector
= Pilot-controller communication:

- no reaction to a pilot error (call and/or acknowledgement)
- incorrect information delivered

= Strip incorrect position

= Inaccurate/Incorrect exit configuration (heading, flight level)

= R/T coordination too early / too late (very subjective observable attitude)
= Adjacent sector refusal

= No coordination with the adjacent sector

Strategy and overall management
= Incorrect measurements on the HMI
= Obvious changes in strategy

= Forgotten instructions (resume navigation after spacing, cleared to
requested flight level)

= No/ late / unnecessary sector splitting (observer’s point of view)

Edition Number: 1.0 Released Issue Page 7
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2.2.3

Observable behavioural attitudes

Uncertainty expressed verbally or by gesture (i.e. face expression)
Radar screen or strip panel pointing
Other behavioural attitudes: interjections, irritations, etc.

Checklist for the materials and equipment for the observations

It is recommended that, for each controller position, two observers should be
present. Ideally, there should be one with ATC knowledge (ATCO) and one
with human performance/human factors knowledge.

The quantities listed below are for a three-day observation campaign on two
parallel positions.

Before leaving, material/equipment to take:

(I S IR W M |

Q
Q

2 video cameras + tripods

Videotapes (for 2 cameras: 6 tapes of 2 hours each, appropriate formats)
Audiotapes (for interviews: 6 tapes of 90 minutes each)

2 audiotape recorders

2 microphones (audio-recordings of PC-RC communications + interviews)

2 sound-mixing tables (to mix sound signals: RC-pilot radio
communications + PC-RC off-line communications on the camera audio
input)

Batteries

Extension cables and adaptors (electrical)

Documents to prepare (Photocopy):

Q

(M

U 0O

Overhead transparencies or PowerPoint presentation of the goals of the
observations for the ATCOs

Observation instructions (2 for the ATCOs of simultaneous sessions)

Observation notebooks (12- one each for the ATCO and psychologist / HF
personnel for each session)

Pre-interview notebooks (6 for the psychologist / HF personnel for each
session)

Interview notebooks (6 for the psychologist / HF personnel for each
session)

Interview instructions (2 for the simultaneous interviews)
Interview questioning aids (2 for the simultaneous interviews)

Risk assessment forms (18 for the ATCO observers + 6 for the observed
ATCOs)

Page 8
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224

On the premises of the simulation sessions:

a
Q
a

Q

2 television sets
2 debriefing rooms

1 overhead projector / computer + projector (to present the approach to
the ATCOs)

Wiring cables + locked room to leave equipment at night

Direct Observations

Instructions for the observers

The following information should be recorded for each controller on each
position.

For each observation, it is important to take note of:

e the observation time: time code indicated on the position;
» the aircraft concerned,

* the approximate area where the A/C is positioned on the radar
screen:

« whether the deviation was detected/recovered, who detected/
recovered it and how (verbal remark, action, etc.);

« contextual elements.

Note every action, event or state of the airspace that seems notable
(outstanding):

* because it represents a deviation regarding what could be expected
from the situation;

e because itis clearly an error or a violation;

* because it seems strange to you;

¢ because you don’t understand;

* because you wouldn’t have done it this way;
e because it is particularly well done;

° etc.

Edition Number: 1.0
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Note every subjective observation on the tactics/strategy implemented by
the ATCO, the way he/she behaves, with regards to safety.

At the end of the observation session, return to each observation and take
note of the contextual elements of the situation.

2.25 Observation notebook

The following is the template to be used during observation sessions.

OBSERVATION NOTEBOOK

DATE:

OBSERVER:

OBSERVATION:

POSITION OBSERVED:

SECTOR AND SIMULATION INFORMATION:

Page 10 Released Issue Edition Number: 1.0
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INFORMATION

Time Code: A/C:

Display area:

OUTSTANDING EVENT

DETECTION / RECOVERY
How:

Who:

CONTEXT

Edition Number: 1.0 Released Issue Page 11
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2.2.6 Radar screen recording form

The following can be used to record the radar information. All strips which are
of interest should also be collected for future reference.

RADAR SCREEN CONTENT

DATE:

OBSERVERS:

OBSERVATION:

POSITION OBSERVED:

Page 12 Released Issue Edition Number: 1.0



The Investigation of Human Error in ATM Simulation — The Toolkit

Time:
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2.3 Phase 2: The Debriefing between the Observers

2.3.1 Pre-interview notebook

Following the radar recording session and with the notes which have been
taken, the two observers (ATCO and psychologist / HF personnel) need to
debrief each other to establish exactly what has happened and what questions
they should ask the observed controller. Obviously the two experts will have a
different interpretation of the events and it is essential that they both agree on
what has happened in the observation session. The pre-interview notebook
can be used for this preparation.

PRE-INTERVIEW NOTEBOOK

DATE:

OBSERVERS:

OBSERVATION:

POSITION OBSERVED:

Page 14 Released Issue Edition Number: 1.0
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Outstanding Event Post-coding Question(s)
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2.3.2 Principles and questions for the interview preparation

Reminder of the interview principles \

Remain at the level of the actual facts and of the description concerning
the outstanding events.

Avoid generalities, re-focus on the event/episode being discussed
(specific occurrence of the task).

»  Specify the context of the commented event/episode.

* Question the progress of action across time, the anticipations and the
history:

Ex: When did you begin to think about this?
When did you expect results?
When did you realise it was good/bad?

» Use a descriptive questioning technique: “What?”, “When?” and above all
“How?":

Ex: How did you do this?
What did you have in mind?
What made you see that ...?

Avoid “Why?” which implies judgement and evaluation of the activity.
Support and monitor the interview

« Be attentive to the rhythm of speech: a slow rhythm is generally
associated with introspection (also indicated by the eyes suddenly looking
upwards).

« Do not hesitate to re-phrase ideas which were not clearly expressed.
Nevertheless, be careful to avoid suggesting an answer.

* Re-question the denials and go beyond the “I don’t know”, “I can't
remember”, “yes/no” and “hums ...".

Ex: I don't know. - And if you don’t know, what do you know?
OR
How do you know that you don’t know?
| don't remember. - What do you recall?

* Do not forget to use the Flight Progress Strips of the aircraft of concern.

* Do not hesitate to refer to the agreement reached at the beginning of the
interview in case the controller becomes unhappy.

Page 16 Released Issue Edition Number: 1.0
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STCA or apparent conflict \

* Ask the controller to describe what happened exactly.
- Look for factual information about the conflict (planes, distance, etc.).
- Ask the controller to assess the seriousness of the conflict.

- Reconstruct the sequence of events that have resulted in the
conflict/STCA (actions that have led to ...).

* Ask the controller to explain how they handled/managed the conflict:
- The moment at which the problem was detected (timing):

Had you perceived the conflict before the STCA alert? When
exactly?

- The moment at which the conflict was dealt with:
When have you started to deal with the conflict?

- How was the conflict dealt with?:

- action, decision made, strategy,
- time when decisions were implemented,
- expectations regarding the results of the actions,
- expected delays.
- Explore the operational context of conflict resolution:

- workload, number or aircraft, number of tasks performed,
- operational constraints.

Late or early transfers \

»  Ask the controller to describe the situation:
What happens with this A/C, at this moment?
* IF there is no response or the controller disagrees:

- late transfer: point out the distance between the A/C and the end of the
sector;

- early transfer: have the controller comment the distance between the
A/C and the end of the sector.
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 Ask the controller to explain whether the time of the transfer was
intentional or not:

What has motivated the transfer at this time?
Have you transferred the A/C voluntarily at this moment?
What has led you to transfer the A/C at this moment?

* IF the controller recalls another story, directly or indirectly linked to the
time of the transfer:

1. Have the controller describe/explain completely the time of the
transfer.

2. Create a new observable attitude to take into account the new story,
and have the controller describe this new story.

3. Question the controller’'s priorities, and the most important activity
undertaken.

Exit of sector \

Potential problems: wrong level, wrong heading, wrong sector, etc.
Aim to rebuild the story the consequences of which have been observed.
e Ask the controller to describe the problem:

What can you tell me about the level/heading/exit sector of this
AIC?

e Rebuild the story:
How has the A/C reached this level/heading/sector?

- Question whether it was intentional or not.

- Question the controller’'s expectations and expected delays when the
last instruction was delivered to the A/C.

*  Question the seriousness of the deviation.

- Ask the controller to explain what the norm is, what was required in
this specific situation.

- Ask the controller to assess the seriousness of the deviation with
regards to the norm and to what was required.
Have the controller assess the ‘tolerance’ of the deviation.

- Ask the controller to assess the frequency and routine aspect of the
deviation.
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Strip annotations \

In case of no annotation:
» Ask the controller to explain whether it was intentional or not.

« IF it is an actual omission: have the controller rebuild the operational
context (interruption, noise, secondary task, etc.).

In case of erroneous annotation:
What can you tell me about this annotation?
e  Characterise the error type:

- Action slip:

- Identify what the intention was.
- Have the controller rebuild the operational context (interruption,
noise, secondary task, etc.)

- Incorrect intention:
- Rebuild the story explaining the wrong intention:

What has led you to write this annotation?

« Ask the controller to assess the seriousness of the deviation and its
consequences (‘tolerance’, margins).

e Question the time of possible detection.
Ask the controller to explain how they recovered the error and what their
strategies were.

In case of incorrect annotation on the strip (incorrect and/or ambiguous):

What can you tell me about this annotation?

*  Rebuild the story:

What has led you to note ...?
» Ask the controller to explain whether it was intentional or not.

« Ask the controller to assess the seriousness of the deviation.
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Communications with the pilot \

In case of no immediate response:
* Ask the controller to explain the time when they perceived the pilot call.
» Ask the controller to explain what has caused a late response:

- Establish the link to the operational situation (context).
- Question the allocation of priorities.

In case of erroneous communication:

What can you tell me about this communication with the pilot?
*  Characterise the error type:

- Slip of the tongue:

- Identify what the intention was.
- Have the controller rebuild the operational context (interruption,
noise, secondary task, etc.).

- Incorrect intention:
- Rebuild the story explaining the wrong intention:
What has led you to ...?

e Ask the controller to assess the seriousness of the deviation and its
consequences (‘tolerance’, margins).

e Question the time of possible detection.

» Ask the controller to explain how they recovered the error and what their
strategies were.

In case of incorrect communication (incomplete, implicit and/or
ambiguous):

What can you tell me about this communication with the pilot?

* Rebuild the story:
What has led you to deliver the instruction this way ...?
» Ask the controller to explain whether the possible implicit communication
was intentional or not.

« Ask the controller to assess the seriousness of the deviation.

Page 20
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Behaviours and attitudes \

In case of final action or verbalisation:

« Ask the controller to describe the action / content of the verbalisations:

What have you said/done at this time?

» Ask the controller to explain the objectives of the actions / verbalisations:

What was the goal / the objective?

*  Try to identify the contents of the thoughts and logic of the controller:

Can you tell what you had exactly in mind at this time?

» Try to establish the origin of the action / verbalisations and of the choice
of the action / (way to decide which action or verbalisation):

What has encouraged you to think this way?

* Question the induced expectations: aim, projection, prediction, expected
effects, impact on activity.

In case of an attitude (irritation, interjection, etc.):

« Ask the controller to describe the attitude:

What have you said/done exactly at this time?
» Identify the origin and the reason for the attitude.

» Identify the contents of the thoughts and logic of the controller:

Can you tell what you had in mind at this time?

» Explain the objective of the attitude:

What was the goal / the objective?

* Question the induced expectations: aim, projection, prediction, expected
effects, impact on activity.
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No reaction to an error committed by someone else

Warning: Do not write down the lack of reaction. This is a very sensitive area.
Do not give the controller the impression that it is their fault as they
could be discouraged and not answer.

Involve the observer’s lack of understanding:

I'm not sure of what I've seen, | don't understand, but the pilot
didn't seem to do what you asked.

The controller did/said something that | don’t understand here.

Did the controller forget to do something ...?

IF the controller has seen the erroneous action:
» How did he take into account / cope with the error?
*  When did he start to cope with the error?

»  Did he have other things in mind (operational context, workload)?

IF the controller has not seen the erroneous action:
*  What were the contents of his thoughts at the time of the error?

*  What were his preoccupations at the time (expectations, workload, focus
on a problem, etc.)?
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Change of strategy \

« Ask the controller to describe the situation:

What can you tell me about the instruction you just delivered to this
A/C?

IF the controller recognises the change of strategy (clear):

* Question the decision-making process on the change of strategy:

How have you decided to ...?
What has led you to ...?

* Question the expectations and the delays expected on the results.

IF the controller does not recognise or does not invoke any modification
in the control strategy:

*  Rebuild the story:

- Question the elements that have led to the action and that have led to
the time of the action.

- Question the expectations and the delays expected on the results.

* Ask the controller about what they were thinking at the time of the action.
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Two types of omissions can be distinguished:

1. Acknowledged but not performed pilot’s requests (e.g. The pilot asks for a
heading change; the controller says “OK” but does not do it or does not
call the pilot back).

2. Not asking about heading or flight level changes when an A/C is delivered
with incorrect flight parameters or after a modification of the flight
parameters by the controller for conflict management purposes or any
other reason.

IF the omission has actually been managed by the controller or by
another person:

* Question the time when it was managed in a neutral way (do not point out
the omission), and try to find out from the controller whether an action
could have possibly been undertaken before that.

* Ask the controller to describe the situation:

What can you tell me about this instruction?
Tell me / describe what you are doing here?

Rebuild the story of the omission and its management:

- Question the elements that have motivated the action and the time of
the action.

- Question the opportunities for earlier action.
- Question the expectations and the delays expected on the results.

*  Question the time of the detection:

When did you realise that you had forgotten ...?
How did you realise that you had forgotten ...?

» Assess the omission and its potential consequences:

- Assess the seriousness of the omission with regards to the
prescriptions.

- Question the ‘tolerance’ of the omission.
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IF no omission management is observed:
» If some consequences are observed:

- Rebuild the story of the omission.

- Assess the seriousness of the omission.

* In the absence of any consequence, refer back to the beginning of the
omission sequence: Have the controller describe the situation and the
object of the omission.

Miscellaneous errors \

Other errors - any action for which there is a difference between what the
controller has said and what the controller has actually done. (Note: It is
impossible to talk about actual errors without two sources of information: the
action and the intention.)

Have the controller describe the situation.

Characterise the error type:
- Action slip, slip of the tongue:

- Identify what the intention was.

- Rebuild the operational context (interruption, noise, secondary
task, etc.)

- Incorrect intention:
- Rebuild the story:
What has led you to ...?

* Assess the seriousness of the deviation and its consequences (‘tolerance’
of the deviation, margins).

e  Question the time of possible detection.

e Ask the controller to explain how he recovered the error and what the
strategies were.
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2.4

241

24.2

Phase 3: The Interview with the Observed Controllers

Instructions for the interview

INTERVIEW INSTRUCTIONS

(to be read by/to the interviewee)

Now we are going to debrief together the simulation exercise we have
observed.

In the course of this exercise we have made observations on your activity. We
have taken notes of the things that have appeared important to us and we
would like your comments and explanations during this interview.

We have reviewed the film of the radar screen and voice tapes, and have
organised our information and notes in order to prepare this interview. We
have noted down all the observations that we would like to discuss with you.

In order to help you verbalise and comment on your activity, we are going to
review the film of the radar screen and ask you some questions. You may find
some of these questions surprising, meaningless or fundamentally obvious.
It may also happen that the first answers that come to your mind seem trivial
to you. Nevertheless, try to answer all questions. They may help you think and
reflect on what happened.

Of course, if you have personal comments to make on sequences we have not
planned to debrief, feel free to ask us to stop the film in order to do so.

Do not hesitate to take time to think about your answers and to let us know
when you cannot or do not want to answer for personal reasons.

The interview will last approximately 1% hours and we are going to take notes
throughout the meeting.

Do you agree to actively participate in this interview?

Then, let's go ...

Interview notebook

Having prepared agreed questions the psychologist should lead the
guestioning with the controllers, whilst the ATCO monitors the technical
aspects of the discussion.
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INTERVIEW NOTEBOOK

DATE:

OBSERVERS:

INTERVIEWER:

OBSERVATION:

POSITION OBSERVED:

No. QUESTION(S) | ANSWERS
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2.4.3 Situation control and risk assessment forms

(for the ATCO observer and for the observed ATCO)

Situation control and risk assessment form

ATCO observer sample

To be filled by the ATCO observer

- In the course of the interview, for each observation commented (one
form per observation).

- At the end of the interview, for the global simulation session (one
form).

For each observation commented on by the observed controller in the course
of the interview make a subjective evaluation of the risk taken, of the degree of
situation control and of the extent to which safety has been impaired or not
impaired, using the three scales proposed hereafter.

At the end of the interview make a global assessment of the simulation
session using the same three scales (note «G» as Global in the «Time code»
column hereatfter).

Observation number Time code Aircraft concerned

- How would you assess the risk taken by the ATCO?

No risk taken Low risk taken Average risk High risk taken
taken (playing with the
margins of the
system)

- How would you assess the degree of control on the situation by the ATCO?

Very low Low Good Very good

- Do you think safety has been impaired?

Not particularly Little Much Very much
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Situation control and risk assessment form
Observed ATCO sample

To be filled by the observed ATCO at the end of the interview

This questionnaire will allow you to assess your feeling of situation control
during the simulation session. For some of the questions you should use the
attached scales.

e Have you felt uneasy or threatened at any specific time during the
simulation session?

If yes:
- Please record the moment and the aircraft concerned:

Please, answer the following questions in relation to dealing with the
situation:

- How would you assess the risks you have taken?

No risk taken Low risk taken Average risk High risk taken
taken (playing with the
margins of the
system)

- How would you assess your degree of situation control?

Very low Low Good Very good

- Do you think safety has been impaired?

Not particularly Little Much Very much

- How have you recovered the control of the situation?

* Globally, how do you assess your degree of situation control during the

whole simulation session?

Very low Low Good Very good
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